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Succinctness

- proof size independent
(sublinear) of NP witness size
- fast verification

Non-Interactivity
no exchange between
prover and verifier

Argument
soundness holds only
against computationally
bounded provers
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Knowledge Soundness
a witness can be efficiently
extracted from the prover
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v - inclusive accountability:
anyone can see and check validity of actions

- all transactions are public
- consensus: multiple nodes check a new block




ZK Proofs in Distributed Systems %

Privacy:
® Cryptocurrencies that guarantee privacy TX on public Ledger
® Zero Knowledge Proof: the TX s valid without revealing more
o  ZCash, Aleo, Aztec, Midnight - '~
gt P
Compliance: L2
e Provethat aprivate TX is compliant with banking laws s i s
o Esspresso Systems ’~ ’ ’
e Provethat an exchange is solvent ’

e.g. a company has more assets than obligations to its customers

e Zero-Knowledge to protect customers private data
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Distributed storage:

® Peer-to-peer network for storage
® Allows anyone to store and retrieve data on the internet
® built-in economic incentives ensure that files are stored reliably and
continuously
® Proof of Knowledge of the stored file
o  Filecoin




/K Proofs in Distributed Systems %

Distributed storage:

® Peer-to-peer network for storage
® Allows anyone to store and retrieve data on the internet

® built-in economic incentives ensure that files are stored reliably and
continuously

® Proof of Knowledge of the stored file
o  Filecoin

Bridging Blockchains:
e Transfer of assets from a chain to another
Source chain proves to target chain that the asset is locked-up | I I I 1 | I |

[ J
e Noneedfor Zero Knowledge
e Need for Proof of Knowledge l l



/K Proofs in Distributed Systems %

Rollups = Outsourced Computation

Scalability tool

Off-chain services (Layer 2) process a batch of TX
(validates TX) and proves the work

Main chain (Layer 1) verifies efficiently the work of an
off-chain service

Reduces the cost of transactions

No need for Zero Knowledge
Need for Succinctness & Proof of Knowledge

No zk: ZKSync, Loopring, Linea by Consensys, ZKSpace -

With zk: Aztec, Polygon Hermez

.t

Layer 2



/K Proofs Key Requirements (é)

Key Properties for Proofs in
Blockchains

non-interactivity
publicly verifiable
succinctness for proofs
efficiency for verifier

Answer: SNARKSs

Succinct Non-Interactive Arguments of Knowledge
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Blockchain scaling

ZK Roll-ups

- instead of posting all transaction data on-chain

- execute tx using off-chain computation

- asummary of the state changes is published to
the chain and verified

Transactions
A — B, 5 Coins
C — D, 10 Coins

.
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Blockchain

ZK Roll-ups

- instead of posting all transaction data on-chain

- execute tx using off-chain computation

- asummary of the state changes is published to
the chain and verified

SNARK 7 proves the correctness of the changes
Statement: state changes proposed by the layer
2 are correct,
i.e. are the result of the execution of the given
batch of transactions
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Blockchain scaling |

ZK Roll-ups )

Prove multiple instances:
- correctness of the execution of batch of tx
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ZK Roll-ups

Example 100 Tx

Naively: generate state transition proof once all 100 Tx
are submitted — long delay

Proving is
slow

e
ﬁfﬂ ﬁ
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ZK Roll-ups ~N
Periodically provide proofs for valid transaction batches tx1

tx2

tx3

txn

Blockchain scaling | %



ZK Roll-ups ~N
Periodically provide proofs for valid transaction batches tx1

tx2

tx3

Verify is ‘ txn
slow

Blockchain scaling | %



Side Chain
Layer 2

tx1, tx2, tx3 ... tx_n

g
Main Chain ‘  ——




Multiple instances to prove
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Naively

Prove

Prove

Prove

Prove

Prove
- >

Multiple instances to prove

Tﬂ I |
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Multiple instances to prove



Verify

Prove

Prove

Prove

Prove

- Prove
- -
o

Multiple instances to prove

Tﬂ I |



Aggregation

Prove

>
Prove

)

s

>
Prove

—l
>

Aggregate
Prove
Prove /
-

Multiple instances to prove

I
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Aggregation

Prove

>
Prove

)

s

A

Aggregate
Prove J9re9 \
N . Fast Verify
Prove
==

Multiple instances to prove

>
Prove

I
,

I




 Recursion

Prove one
=
Prove on top

>

recurse

R

Multiple instances to prove
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Recursion

Prove one
—

)

Prove on top

—>

Prove on top

[

Multiple instances to prove
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— SNARK

Fold ___g~ Proveone
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J— T no proof

Multiple instances to prove

A
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Prove many Instances




SNARK






Aggregation

Prove

>
Prove

)

s

>
Prove

—l
>

Aggregate
Prove
Prove /
-

Multiple instances to prove
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Distributed storagq

Storage Providers

Proof of Storage

- onboard storage capacity g Block n
- earn block rewards
- regularly prove the storage
= Provers
Nodes in network
Block n+1

- ensure datais being stored,
maintained, and secured
- need to check proofs of space

= Verifiers




storage

ﬁ Proves 32GB V submit on chain
= -

unit1

!

Proves 32GB

Block




Snark Pack |

SnarkPack: Practical SNARK Aggregation Nicolas Gailly, Mary Maller, Anca Nitulescu

e Size is logarithmic as well as verification time
e Prover overhead Block n

p
Unit 32 GB
\(10 SNARKS)

Aggregated Proof

p
Unit 32 GB
\(10 SNARKS)

Block n+1

p
Unit 32 GB
\(10 SNARKS)

.
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Many SNARKSs

Verification (D = gd)

Proofs




Verify many SNARKs

Batch Verification

Proof Size W

Verification
Time




SNARK Batching

Verification

.
.
-
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SNARK Batching

Verification




SNARK Batching

Verification

- Batch Verification




Verify many SNARKSs

Batch Verification : ‘ Aggregation

Proof Size '

b =
Verification ' ) °
Time V Z

Proof Size

Verification
Time




SNARK Aggregation

SnarkPack: Practical SNARK Aggregation Nicolas Gailly, Mary Maller, Anca Nitulescu

Batch Verification




SNARK Aggregation

SnarkPack: Practical SNARK Aggregation Nicolas Gailly, Mary Maller, Anca Nitulescu

Batch Verification Aggregation

ey

1,n
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SNARK Aggregation

. Batch Verification Aggregation
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SNARK Aggregation

. Batch Verification Aggregation
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SNARK Aggregation

Batch Verification Aggregation

=1,n
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Tools: MIPP & TIPP

Proofs for Inner Pairing Products and Applications - Bunz, Maller, Mishra, Tyagi, Vesely

(A,r=2rA AEGI B.€Gs,, I’EZ]

= e = 88
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Tools: MIPP & TIPP

Proofs for Inner Pairing Products and Applications - Bunz, Maller, Mishra, Tyagi, Vesely
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Tools: MIPP & TIPP

Proofs for Inner Pairing Products and Applications - Bunz, Maller, Mishra, Tyagi, Vesely

(C,r= XrA

Aggregation




MIPP & TIPP Strategy

Com(C) Zc=C, 1)

—n__)

_— =" ae
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TIPP Folding Strategy
BB e, B e, Ba).. el )

A =(A1, A2, ... An) B = (B1, B2 ... Bn)



Split & Collapse
B B e, B B et Be)

A =(A1, A2, ... An) B = (B1, B2 ... Bn)
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Split & Collapse
B B e, B B et Be)
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Split & Collapse
_

A =(A1, A2, . B = (B1, B2 ... Bn)




Split & Collapse

A=

Split

(A, A))  (Ziaa = D, JEED)

(B=

(Bie, Brign) |

(

L =<Aright, BIeft)

~
R= <Aleft, Bright>

L R
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Linear Verification

2 - .

A=A Az A) = AAaAm  seo—> .










Vector Commltment ............ E
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Commitment
KeyGen( A, n) — ck: —

Commit(ck, a) — ‘a,a = [A(D)]= A AX) = a+ aX+aX?+.. a X"

Target-Group Commitment

A= P.«i |ﬁ}i "}i —»  Com(A) = e(A_[d,)e(A,[2,)... e(A_[1,)
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Structured Setup
-\é -l > S

| o
S

. . 2_1
Fast verificationck. . ga(X) = H(1+ a X )







 SNARK Aggregation

Aggregation
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SNARK Aggregation

E Aggregation
{[ & A ‘Ca ] }=1 - [Com(A,B)] [Com(C)]

MIPP:(C,r)= [ ] C




Aggregation

—-=— Aggregation time

©
[ ]

8.7s for 8192 proofs
e Relies heavily on
parallelism

)]

H

e 2% proofsin~2mn

Aggregation time in s

24 26 28 210 212
Number of proofs

-------------------------------------------------------------------------------------------------------



~ Proof size E

() -

MIPP:(C,r)= [ ] C

-------------------------------------------------------------------------------------------------------




Proof size

140 —— Aggregated proof size | e Use compression of target
_— —o— Batch size group points
o based on Torus

g compression
£ 80 o credits - RELIC library
_ﬁ 60 iImplementation
40 e Turnover at 128 proofs
- o 23kB for aggregated
o 24kB for "all proofs”
00 100 200 300 400 500

Number of proofs

-------------------------------------------------------------------------------------------------------



Verification E

A ti
S Verlflcatlon
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.
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Verifier Time

100
—o— Aggregated proof

80 —o— Batch verification

60

40

20

Verification time in ms

24 26 28 210 212
Number of proofs

-----------------------------------------------------------------

e \erifying aggregate proofs
becomes faster from 32 proofs
e 8192 proofs in 33ms
o ‘ratio” of 0.004 ms per proof

e Optimizations:
o Relies heavily on parallelism

o MIPP/TIPP combined
o Batching for pairing checks



SNARK Recursion






Recursion

Inner SNARK Outer SNARK
WITNESS
PROVER " PROVER
CIRCUIT “\1\"35
PROOF TT 4 PROOF Tt
’oqp\’ T

VERIFIER VERIFIER
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Proof of proofs

Prove

>
Prove

>

Prove Proof of

proofs

Prove

Prove
>
o

Multiple instances to prove

R

I
,

I



Recursion

Prove one
—

)

Prove on top

—>

Prove on top

[

Multiple instances to prove




______ |VC ___________________________________________________________________________ %

Incremental Verifiable Computation




...... |VC ___________________________________________________________________________ %

Incremental Verifiable Computation
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Proof Recursion
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[ Verify(x, m,)

4 (x,w)

Y
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SNARK T,
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SNARK T
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/

IC

Verify1|

?

Verification Runtime

|Verify| = 2|C

= 2|C

SNARK|

SNARK|



Proof Recursion
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[ Verify(x, m,)

4 (x,w)

Y

\

\

\

k SNARK T, )

\_

SNARK T,

v

SNARK T
n

/

IC

IC

Verify2

Verify1

?

Verification Runtime
|Verify| = 2|C

SNARK|

| - 2|CSNARK|

- _ 2
| = 2|CVerify1| =2 |CSNARK|



Proof Recursion %

/ \ Verification Runtime
Verify| = 2|C
[ Verify(x, 7,) \ IVerify| = 2|C., \rdl

(" (x,w) )

C < |CVerify1| - 2|CSNARK|

- _ 52
k SNARKTlT1 ) <€ IC | =2|C | = 23|C

K SNARK T, )
n

Verify2 Verify1 SNARK|

€ _ - 23
|CVerify3| - 2|CVerify2| =2 |CSNARK|




ProofRecurs| o %

Needs Sublinear Verification!

IC | =2|C

Verify1 SNARKl

- _ 2
|CVerify2| - 2|CVerify1| =2 |CSNARK|

_ .3
e S— |CVerify3| B 2|CVerify2| = 23|Cq ppidl

.......................................................................................................
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Proof Recursion %

Verification Arithmetization
Verify = curve operations

4 (x,w) )
|
C - SN
' E(F,)
Prover




Proof Recursion

Verification Arithmetization
Verify = curve operations

E(Fy)
#E(Fp) =q

\_

Verify(x, m,)

Operations in [,

\

J
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Verification Arithmetization

Verify = curve operations

Verify(x, m,)

Operations in [,
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Proof Recursion %

\

INnner snark (

- N Outer snark
. m, . Verify(x, m,) d
o o
" E(F,) Operations in [,
EF,) =
Prover #B(Fp) =g Prover works on Circuits over [F
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Proof Recursion

INnner snark

Ty
>
E(Fy)
#E(Fp) =q
P=q

Dlog is easy to solve (

-

Outer snark

\

[

Verify(x, m,)

Operations in [,

<

\_

Prover works on Circuits over IFq

J

?



E'(Fg)

Outer

curve

#E,(Fq) =p

Verify in I,

Verify in ),

T T
. . .0
Circuits over Circuits over 'y,



E'(Fg)

NO Outer
pairings curve

#E,(Fq) =p

Verify in I,

Verify in ),

s - T
Circuits over Circuits over 'y,



Linear Verfication!!!

IC | =2|C

Verify1 SNARKl

- _ 2
|CVerify2| - 2|CVerify1| =2 lCSNARKl

< - = 23
|CVerify3| - 2|CVerify2| =2 lCSNARKl
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Halo Roadmap |

ﬂp [l‘l A ircui
ccumulate| Circuit

Accumulate| Circuit
@

J T

Goug g

Gy, up, 1.k deferred Circuit |Accumulate Y

Yy =

/ Accumulate| Circuit
Accumulate| Circuit deferred Gy ug 1.k

J

Y
Circuit |Accumulate .,
G up1. g deferred G 'y T

/

deferred G,;, U;,l..k
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Source: The Halo2 Book



https://zcash.github.io/halo2/background/recursion.html

https./www.di.ens.fr/~nitulesc/
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