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op « Setup(1%, d)
Pr | Verify(pp,com, z,a, s) = 1; com «— Commit(pp,f(X))| =1
(7, s) < Open(pp, com, f(X), a)
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Verif com, T, a,s;) =1 A
y(pp 1 ) pp < Setup(1%, d)

Pr | Verif .com,m,a,s,) =1 A;
y(pp - 2) (COma , (ﬂla ﬂ29 Sla S2)) <~ *Q[(pp)

ST F S5

< negl(A)



SEGURITY PROPERTIES



SEGURITY PROPERTIES

pp < Setup(1*, d)
Pr | A (pp,com, a, (7, $)sn) = 1; com <« Commit(pp, AX)| =
(7, ) < SIM(pp,com, a)

pp < Setup(14, d)
Pr | A (pp,com,a, z,s) = 1; com «— Commit(pp, f(X)

(7, s) « Open(pp, com, f(X), a)
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Common input: info = bp, srs, s(X,Y), k(Y), e(g, h%)
Prover’s input: a,b,c

zkP1(info,a,b,c) — R: zkP3(z) — (a, Wg, b, Wy, Wy, s, sc):

$ =
Cn+1s Cn+2,> Cn+3, Cn+4 < Fp (a=r(z,1), Wq) < Open(R, z,r(X,1))

r(X,Y) — r(X,Y) + Z{I_l Cpy X 2n—iy—2n=i (b =r(z,y), W) « Open(R,yz,r(X, 1))

R «— Commit(bp, srs, rlgr(X, 1)) (t = t(z,y), Wt) < Open(T, z,t(X, y)))

send R (s = s(z,y),sc) « scP(info, s(X,Y),(z,y))
send (a, Wy, b, Wy,, Wy, s, sc)

zkV1(info,R) — y:
1(—)y zkV3(a, Wy, b, Wy, Wy, s, s¢) +— 0/1:

$
send y « [y t — a(b+s) —k(y)
check scV(info,s(X,Y),(z,y), (s, sc))
zkP2(y) — T: check pcV(bp, srs,n, R, z, (a, Wy))
T « Commit(bp, srs,d, t(X,y)) check peV(bp, srs,n, R, yz, (b, W,))
send T check pcV(bp, srs,d, T, z, (t, Wy))
return 1 if all checks pass, else return 0

zkVo(T) - z:

$
send z « Fp

Figure 2: The interactive Sonic protocol to check that the prover knows a valid assignment of the wires in the circuit. The stated algorithms
describe the individual steps of each of the parties (e.g., zkV; describes the i-th step of the verifier given the output of zkP;_), and both parties
are assumed to keep state for the duration of the interaction.
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BEGAUSE RZG 1S EXTRAGTABLE

srs < Setup(1%, d)
Py Verify(srs,com,a,z,s) =1 A ; (com) « A(srs,d) < negl(2)
fla) # s f(X) « &(srs,com)

(a, ,s) < (srs,d,com)
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Generate group description (p, G, G,, G, e) < &(1%).

Sample 7 < [. Output: , ; p
srs = {[1]y 0, [7]y 2, [z°]1, [27]4, - - -5 [29]4

Output com := [f(7)],

Calculate s := f(a)
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Generate group description (p, G, &G,, G, €) < ?(1’1).
Sample 7 « [F. Output:

SIS .= {[1]1,2, [7]1,2, [72]19 [73]1 99999 [Td]l}

Output com = [ f(7)],

Calculate s := f(a)

Calculate O(X) = f(;(() — S.
—a

Output 7 := [Q(7)],

E(COm — 3, [1]2) — 6([Q(T)]1, [T - a]Z)
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HIDING?

Output com « [f(7)],

Calculate s < f(a)

J(X) =

Calculate O(X) =
X—a

,set 7 «— [Q(7)],
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Output com « [f(7) I1,



Output com « [f(7) l1,

Calculate s < f(a),

Calculate O(X), ,set 7 « [Q(7)+ ¥



Output com « [f(7) I1,

Calculate s < f(a),

Calculate O(X), ,set «— [Q(7)+ ¥

e( —s— L,|1],) = e( |7 —aly)



EXTRAGTABILITY

srs < Setup(1%, d)
Verity(srs,com,a,z,s) =1 A (com) « of(srs,d)
fla) # s : f(X) « &(srs,com)

(a, ,s) < (srs,d,com)

< negl(/)



ALGEBRAIC GROUP MODEL[FKL18]




ALGEBRAIC GROUP MODEL[FKL18]




ALGEBRAIC GROUP MODEL[FKL18]




ALGEBRAIC GROUP MODEL[FKL18]




KZG CAN BE USED TO BUILD SNARKS [MBKM19)

Common input: info = bp, srs, s(X,Y), k(Y), e(g, h%)
Prover’s input: a,b,c

zkP1(info,a, b, ¢) — R: zkP3(z) — (a, Wy, b, Wy, We, s, sc):

$ WA T —
Cn+1-Cn+2,Cn+3,Cn+4 < Fp (a r(Z, 1)’ Wa) = Open(R’ Z, r(X’ 1))

r(X,Y) — r(X,Y) + 3% cpyux~2nmiy-2n=i  (b=r(zy), Wp) — Open(R, yz,r(X, 1))

R — Commit(bp, srs, m, (X, 1)) (t = t(z,y), We) « Open(T, z, t(X, )))

send R (s = s(z,y),sc) « scP(info,s(X,Y),(z,y))
send (a, Wy, b, Wy,, Wy, s, sc)

zkV1(info,R) — y:
M zkV3(a, Wy, b, Wy, Wy, s, s¢) +— 0/1:

$
send y < F) t — a(b+s)—k(y)
check scV(info, s(X,Y), (z,y), (s, sc))
zkP2(y) — T: check pcV(bp, srs,n, R, z, (a, Wy))
T « Commit(bp, srs,d, t(X,y)) check pcV(bp, srs,n, R, yz, (b, W},))
send T check peV(bp, srs,d, T, z, (t, W;))
return 1 if all checks pass, else return 0

zkVo(T) +— z:

$
send z « IFP

Figure 2: The interactive Sonic protocol to check that the prover knows a valid assignment of the wires in the circuit. The stated algorithms
describe the individual steps of each of the parties (e.g., zkV; describes the i-th step of the verifier given the output of zkP;_;), and both parties
are assumed to keep state for the duration of the interaction.
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THIS IS TRUE FOR ANY POLY GOMMITMENT



PIOP + POLY GOM = SNARK

Spartan: Efficient and general-purpose zZkSNARKS
PlonK: Permutations over Lagrange-bases for without trusted setup
Oecumenical Noninteractive arguments of

Knowledge Srinath Setty

Microsoft Research

Ariel Gabizon* Zachary J. Williamson Oana Ciobotaru Abstract

Aztec Aztec This paper introduces Spartan, a new family of zero-knowledge succinct non-
interactive arguments of knowledge (zkSNARKSs) for the rank-1 constraint satisfiabil-
February 23, 2024 . : : L
ity (R1CS), an NP-complete language that generalizes arithmetic circuit satisfiability.
A distinctive feature of Spartan is that it offers the first ZkKSNARKSs without trusted
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MARLIN:
Preprocessing ZzkSNARKSs
with Universal and Updatable SRS

zk-SNARK constructions t
string remove one of the mai

Transparent SNARKs from DARK Compilers

Alessandro Chiesa Yuncong Hu Mary Maller

alexch@berkeley.edu yuncong_hu@berkeley.edu mary.maller.15@ucl.ac.uk

UC Berkeley UC Berkeley UCL Benedikt Biinzl Ben FiSChl Alan SZGpiGHiGCz
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Abstract
Abstract

We present a methodology to construct preprocessing zkSNARKSs where the structured reference

string (SRS) is universal and updatable. This exploits a novel use of holography [Babai et al., STOC 1991], We construct a new polynomial commitment scheme for univariate and multivariate
where fast verification is achieved provided the statement being checked is given in encoded form.

We use our methodology to obtain a preprocessing ZkSNARK where the SRS has linear size and polynomials over finite fields, with logarithmic size evaluation proofs and verification
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Theorem 15. Let PHP = (r,n,m,d, ne, RE, P, V) be a non-adaptive public-coin PHP over F and R, let CS™
be a compiling commitment scheme as in Definition 22 equipped with CP-SNARKs CPopn for Ropn, CPphp
for a relation Rphp, and CPjink for Riink. Then we have:

— If PHP has straight-line extractability, then the scheme UIA defined above is a universal commit and prove
interactive argument in the SRS model for R’ such that:

(R, x, (uj)jepq,w) € R <= (R,x, Decode((u;);e(q),w) € R.

— If, for a checker C, PHP (resp. CPphp) is (b+ 1, C)-bounded honest-verifier zero knowledge (resp. trapdoor-
commit (b, C)-leaky zero-knowledge), and both CPopn and CPjink are trapdoor-commitment zero-knowledge,
then UlA is trapdoor-commitment honest-verifier zero-knowledge.
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— If, for a checker C. PHP (resp. CPphy ) is (b+1, C)-bounded honest-verifier zero knowledge (resp. trapdoor-
edge), and both CPopn and CPiink are trapdoor-commitment zero- knowledge

th m‘ tmpdoor—commztment honest-verifier zero-knowledge.




LETS BUILD A SNARK



AN EXAMPLE - THE PROBLEM




AN EXAMPLE - THE PROBLEM



AN EXAMPLE - THE PROBLEM

PROVER AND VERIFIER HAVE

PROVER WANTS TO CONVINCE THE VERIFIER THAT WHEN GIVEN



AN EXAMPLE - THE PROBLEM

PROVER AND VERIFIER HAVE

PROVER WANTS TO CONVINCE THE VERIFIER THAT WHEN GIVEN



AN EXAMPLE - THE PROBLEM

PROVER AND VERIFIER HAVE

PROVER WANTS TO CONVINCE THE VERIFIER THAT WHEN GIVEN



AN EXAMPLE - THE PROBLEM

PROVER AND VERIFIER HAVE

PROVER WANTS TO CONVINCE THE VERIFIER THAT WHEN GIVEN

IT IS THE CASE THAT
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7)) = | =) TvX)) = | | 0G0 = v
=1 =1

d
Tv(hy)) = | [ vy —v) =0,
=1

I(v(X)) = zf(X)Q(X)



d d
7)) = | =) TvX)) = | | 0G0 = v
=1 =1

d
Tv(hy)) = | [ vy —v) =0,
=1

I(v(X)) = zf(X)Q(X)



ANEXANPLE




ANEXANPLE




ANEXANPLE




ANEXANPLE




ANEXANPLE




ANEXANPLE




ANEXANPLE




v(X), w(X),deg(v,w) < d

d
7o) =[x -
=]

’ 1(X), O(X), O,(X)
T((X)) = 25(X)Q,(X) 1 :

ITw(X)) = 71(X)0(X) 0

v(a), w(a), O (a), Or(a)



v(X), w(X),deg(v,w) < d

d
7o) =[x -
=]

’ 1(X), O(X), O,(X)
T((X)) = 25(X)Q,(X) 1 :

ITw(X)) = 71(X)0(X) 0

v(a), w(a), Q(a), Or(a) I(v(a)) = zg(a)Oy(a) 77?7



v(X), w(X),deg(v,w) < d

d
7o) =[x -
=]

’ 1(X), O(X), O,(X)
T((X)) = 25(X)Q,(X) 1 :

ITw(X)) = 71(X)0(X) 0

(@), w(@), Qy(@), O)(@)  T(W (@) = zy(a)Q)(a) 777?
Iw(a)) = zy(a)Qyr(a) 777



1000: PROVEIT IS SOUND
(SCHWARTZZIPPEL)




v(X), w(X),deg(v,w) < d

d
7o) =[x -
=]

’ 1(X), O(X), O,(X)
T((X)) = 25(X)Q,(X) 1 :

ITw(X)) = 71(X)0(X) 0

v(@), w(@), 0,(a), Ox(@) T(@)) = z,(@)Q; () 7?7
I(w(a)) = zg()Oy(a) 777



d
T =[x =)
=1

’ 1(X), O(X), O,(X)
T((X)) = 25(X)Q,(X) 1 :

ITw(X)) = 71(X)0(X) 0

v(@), w(@), 0,(a), Ox(@) T(@)) = z,(@)Q; () 7?7
I(w(a)) = zg()Oy(a) 777



v <« Commit(v(X))
w <~ Commit(w(X))

d
700 =[x -w
=1
T(W(X)) = z5(X)Q;(X)

ITw(X)) = 71(X)0(X) 0

v(@), w(@), 0,(a), Ox(@) T(@)) = z,(@)Q; () 7?7
I(w(a)) = zg()Oy(a) 777



v <« Commit(v(X))
w <~ Commit(w(X))

d
T =[x =)
=1

(T, 0,, Q,) < Commit(T(X), 0,(X), 0,(X))
TV(X)) = ,00,X) = ° o

ITw(X)) = 71(X)0(X) 0

IW(a)) = zg(a)Qy(a) 777
Iw(a)) = zg(a)Qy(a) 777



v <« Commit(v(X))
w <~ Commit(w(X))

d
T =[x =)
=1

(T, 0,, Q,) < Commit(T(X), 0,(X), 0,(X))
TV(X)) = ,00,X) = ° o

ITw(X)) = 71(X)0(X) 0

(71, v(@), w(@)) < Open(v(X), w(X), a)

(7,,0) < Open(T(v()) — 2(X)0(X), )
(73,0) < Open(T(w(a)) — 2(X)0,(X), )



KZG DOES THE REST



(WE CAN USE KZG ASA
VEGTOR COMMITMENT)




d d

vX) = D) LX) W) = ) v LX)

=1 =1

(V1> Vo, V35 o0 V) Vo1) Vo) Vo) -2 Vo(a))

700 = [Tx = v) = [T X = v
=1 =1



PROS AND GONS




THANK YOU!



