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WHAT ARE POLYNOMIAL COMMITMENTS? 
[KZG10]
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Open( ), for   

Verify( )

𝗉𝗉 ← 1λ, d
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A COMMITMENT SCHEME
For a message space F[X]

               Setup( )                                      

Commit( ) 

Open( ), for   

Verify( )

𝗉𝗉 ← 1λ, d

𝖼𝗈𝗆 ← 𝗉𝗉, f(X)

(π, s) ← 𝗉𝗉, 𝖼𝗈𝗆, f(X), α f(α) = s

1/0 ← 𝗉𝗉, 𝖼𝗈𝗆, α, s, π

Prover Verifier
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Completeness:

Pr Verify(𝗉𝗉, 𝖼𝗈𝗆, π, α, s) = 1;
𝗉𝗉 ← Setup(1λ, d)

𝖼𝗈𝗆 ← Commit(𝗉𝗉, f(X))
(π, s) ← Open(𝗉𝗉, 𝖼𝗈𝗆, f(X), α)
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SECURITY PROPERTIES
Evaluation Binding

Pr
Verify(𝗉𝗉, 𝖼𝗈𝗆, π1, α, s1) = 1 ∧
Verify(𝗉𝗉, 𝖼𝗈𝗆, π2, α, s2) = 1 ∧

s1 ≠ s2

; 𝗉𝗉 ← Setup(1λ, d)
(𝖼𝗈𝗆, α, (π1, π2, s1, s2)) ← 𝒜(𝗉𝗉)

≤ negl(λ)
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SECURITY PROPERTIES
Hiding

Pr 𝒜(𝗉𝗉, 𝖼𝗈𝗆, α, (π, s)𝗌𝗂𝗆) = 1;
𝗉𝗉 ← Setup(1λ, d)

𝖼𝗈𝗆 ← Commit(𝗉𝗉, f(X)
(π, s)𝗌𝗂𝗆 ← Sim(𝗉𝗉, 𝖼𝗈𝗆, α)

≈

Pr 𝒜(𝗉𝗉, 𝖼𝗈𝗆, α, π, s) = 1;
𝗉𝗉 ← Setup(1λ, d)

𝖼𝗈𝗆 ← Commit(𝗉𝗉, f(X)
(π, s) ← Open(𝗉𝗉, 𝖼𝗈𝗆, f(X), α)
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THE UNIVERSAL AND UPDATABLE SRS [GKMMM18]
Trusted setup Transparent Setup

Fast 
Trust

Slow 
Don’t trust

Can be re-used!!!
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SONIC [MBKM19]

BECAUSE KZG IS EXTRACTABLE

Pr
Verify(𝗌𝗋𝗌, 𝖼𝗈𝗆, α, π, s) = 1 ∧

f(α) ≠ s
;

𝗌𝗋𝗌 ← Setup(1λ, d)
(𝖼𝗈𝗆) ← 𝒜(𝗌𝗋𝗌, d)
f(X) ← ℰ(𝗌𝗋𝗌, 𝖼𝗈𝗆)

(α, π, s) ← 𝒜(𝗌𝗋𝗌, d, 𝖼𝗈𝗆)

≤ negl(λ)
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Sample . Output: 

Commit( ):   Output  

Open( ):    Calculate  

                                   Calculate . 

                                Output   

Verify( ):

𝗌𝗋𝗌 ← 1λ, d (p, 𝔾1, 𝔾2, 𝔾T, e) ← 𝒢(1λ)
τ ← 𝔽

𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 := [ f(τ)]1

(π, s) ← 𝗌𝗋𝗌, 𝖼𝗈𝗆, f(X), α s := f(α)

Q(X) =
f(X) − s
X − α

π := [Q(τ)]1

𝗌𝗋𝗌, 𝖼𝗈𝗆, α, π, s

𝗌𝗋𝗌 := {[1]1,2, [τ]1,2, [τ2]1, [τ3]1, . . . , [τd]1}



Setup( ):  Generate group description . 
Sample . Output: 

Commit( ):   Output  

Open( ):    Calculate  

                                   Calculate . 

                                Output   

Verify( ):

𝗌𝗋𝗌 ← 1λ, d (p, 𝔾1, 𝔾2, 𝔾T, e) ← 𝒢(1λ)
τ ← 𝔽

𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 := [ f(τ)]1

(π, s) ← 𝗌𝗋𝗌, 𝖼𝗈𝗆, f(X), α s := f(α)

Q(X) =
f(X) − s
X − α

π := [Q(τ)]1

𝗌𝗋𝗌, 𝖼𝗈𝗆, α, π, s

𝗌𝗋𝗌 := {[1]1,2, [τ]1,2, [τ2]1, [τ3]1, . . . , [τd]1}

e(𝖼𝗈𝗆 − s, [1]2) = e([Q(τ)]1, [τ − α]2)
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EVALUATION BINDING Pr
Verify(𝗌𝗋𝗌, 𝖼𝗈𝗆, π1, α, s1) = 1 ∧
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= 1



Q-BSDH ASSUMPTION

𝖠𝖽𝗏𝗊−𝖡𝖣𝖲𝖧
𝒜,𝒢 (1λ) = Pr [c ≠ τ ∧ W = [ 1

τ − c ]
T
;

𝒢 ← 𝖦𝖾𝗇(1λ), τ ← 𝔽
(c, W) ← 𝒜(𝒢, d, {[τi]1,2}d

i=0)] ≤ negl(λ)



HIDING?
Commit( ):   Output  

Open( ):    Calculate  

                                   Calculate , set   

𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 ← [ f(τ)]1

(π, s) ← 𝗌𝗋𝗌, 𝖼𝗈𝗆, f(X), α s ← f(α)

Q(X) =
f(X) − s
X − α

π ← [Q(τ)]1
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HIDING
Commit( ):   Output  𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 ← [ f(τ)+α ̂f(τ)]1, ̂f(X) ← 𝔽[X]



HIDING
Commit( ):   Output  

Open( ):    Calculate  

                                   Calculate , set   

𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 ← [ f(τ)+α ̂f(τ)]1, ̂f(X) ← 𝔽[X]

(π, s, ̂s) ← 𝗌𝗋𝗌, 𝖼𝗈𝗆, f(X), α s ← f(α), ̂s ← ̂f(x)

Q(X), Q̂(X) π ← [Q(τ)+αQ̂(τ)]1



HIDING
Commit( ):   Output  

Open( ):    Calculate  

                                   Calculate , set   

Verify( ):

𝖼𝗈𝗆 ← 𝗌𝗋𝗌, f(X) 𝖼𝗈𝗆 ← [ f(τ)+α ̂f(τ)]1, ̂f(X) ← 𝔽[X]

(π, s, ̂s) ← 𝗌𝗋𝗌, 𝖼𝗈𝗆, f(X), α s ← f(α), ̂s ← ̂f(x)

Q(X), Q̂(X) π ← [Q(τ)+αQ̂(τ)]1

𝗌𝗋𝗌, 𝖼𝗈𝗆, α, π, s e(𝖼𝗈𝗆−s−α ̂s, [1]2) = e([Q(τ)]1, [τ − α]2)



EXTRACTABILITY

Pr
Verify(𝗌𝗋𝗌, 𝖼𝗈𝗆, α, π, s) = 1 ∧

f(α) ≠ s
;

𝗌𝗋𝗌 ← Setup(1λ, d)
(𝖼𝗈𝗆) ← 𝒜(𝗌𝗋𝗌, d)
f(X) ← ℰ(𝗌𝗋𝗌, 𝖼𝗈𝗆)

(α, π, s) ← 𝒜(𝗌𝗋𝗌, d, 𝖼𝗈𝗆)

≤ negl(λ)
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ALGEBRAIC GROUP MODEL[FKL18]
We assume that the adversary  is an algebraic algorithm. 

Derives new group elements only by applying the group operations to received 
group elements. 

If , then  must also provide  such that  

𝒜

[y] ← 𝒜([x1], …, [xd]) 𝒜 ⃗z [y] =
d

∑
i=1

zi[xi]



KZG CAN BE USED TO BUILD SNARKS [MBKM19]
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WE CAN BUILD ARGUMENTS OF KNOWLEDGE 
FROM POLYNOMIALS  
AND THEN COMPILE 

WITH KZG 

THIS IS TRUE FOR ANY POLY COMMITMENT



PIOP + POLY COM = SNARK
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v(X), w(X), 𝖽𝖾𝗀(v, w) < d
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AN EXAMPLE - THE PROBLEM

(vσ(1), vσ(2), vσ(3), …, vσ(d))
σ : [d] → [d]

v(X), w(X), 𝖽𝖾𝗀(v, w) < d

{Li(X)}d
i=1, H = {hi}d

i=1, zH(X)

PROVER AND VERIFIER HAVE

PROVER WANTS TO CONVINCE THE VERIFIER THAT WHEN GIVEN

IT IS THE CASE THAT

FOR SOME FUNCTION (DISCLAIMER:  is NOT a permutation)σ



AN EXAMPLE - INTUITION

(v1, v2, v3, …, vd)

w(X) =
d

∑
i=1

vσ(i)Li(X)v(X) =
d

∑
i=1

viLi(X)

(vσ(1), vσ(2), vσ(3), …, vσ(d))



AN EXAMPLE - INTUITION

(v1, v2, v3, …, vd)

w(X) =
d

∑
i=1

vσ(i)Li(X)v(X) =
d

∑
i=1

viLi(X)

(vσ(1), vσ(2), vσ(3), …, vσ(d))

BOTH VECTORS SHARE SOME ENCODING



AN EXAMPLE - INTUITION
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AN EXAMPLE

T(X) =
d

∏
i=1

(X − vi) T(v(X)) =
d

∏
i=1

(v(X) − vi)

T(v(hi)) =
d

∏
i=1

(v(hi) − vi) = 0,∀hi ∈ H

T(v(X)) = zH(X)Q(X)

IT IS TRUE THAT

THEN, , i.e.,  s.t. (X − hi) |T(v(X)), ∀hi ∈ H ∃Q(X)

IT IS ALSO TRUE FOR !!w(X)
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TO DO: PROVE IT IS SOUND 

(SCHWARTZ-ZIPPEL)
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T(v(X)) = zH(X)Q1(X)
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d

∏
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α
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AN EXAMPLE

T(v(X)) = zH(X)Q1(X)

T(X) =
d

∏
i=1

(X − vi)

αT(w(X)) = zH(X)Q2(X)

Prover Verifier

v ← Commit(v(X))
w ← Commit(w(X))

(T, Q1, Q2) ← Commit(T(X), Q1(X), Q2(X))

(π1, v(α), w(α)) ← Open(v(X), w(X), α)

(π2,0) ← Open(T(v(α)) − z(X)Q1(X), α)
(π3,0) ← Open(T(w(α)) − z(X)Q2(X), α)

Verify(T(v(α) − zH(α)Q1), α, π2,0)

Verify(v, w, α, π1, v(α), w(α))

Verify(T(v(α) − zH(α)Q2), α, π3,0)



KZG DOES THE REST 



(WE CAN USE KZG AS A 
 VECTOR COMMITMENT)



AN EXAMPLE - INTUITION

T(X) =
d

∏
i=1

(X − vi) =
d

∏
i=1

(X − vσ(i))

(v1, v2, v3, …, vd)

w(X) =
d

∑
i=1

vσ(i)Li(X)v(X) =
d

∑
i=1

viLi(X)

(vσ(1), vσ(2), vσ(3), …, vσ(d))

BOTH POLYNOMIALS SHARE SOME ENCODINGRIGHT HERE



PROS AND CONS
Constant size commitment 

Constant time prover 

Universal SRS 

Homomorphic 

Allows pre-computation 

dlog(d) prover work in the field 

Needs a setup 



THANK YOU!


