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Schedule

1. Basics of MPC-in-the-head (now)

2. Signatures, Ligero & VOLEs

3. VOLE-in-the-head and FAEST
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What we will cover in session 2

1. Signatures from MPC-in-the-head

2. The Ligero proof system

3. VOLEs

39/3/2024 Carsten Baum



Recap: MPC
𝑤1

𝑤2

𝑤5

𝑤4
𝑤3

Correctness: if parties learn the output, then it is 𝑦𝑖

𝒕𝒑-Privacy: no 𝑡𝑝 parties can learn anything beyond their inputs and outputs from 𝜋

𝒕𝒓-Robustness: If ≤ 𝑡𝑟 parties are actively corrupt, then all honest parties output 𝑦𝑖

𝜋

𝑦1

𝑦2

𝑦3
𝑦4

𝑦5

𝑦1, … , 𝑦5 = 𝐶(𝑤1, … , 𝑤5)
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Views

View of 𝑷𝟏

1. All inputs of 𝑃1
2. All outputs of 𝑃1
3. All messages 𝑃1 sent

4. All messages 𝑃1
received

View of adversary

Views of all corrupt parties
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𝑤1

𝑤2

𝑤5

𝑤4
𝑤3

𝜋

𝑦1

𝑦2

𝑦3
𝑦4

𝑦5
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Size of an MPC view in [KKW18]

Every party except 𝑃𝑁:
1. 𝑠𝑒𝑒𝑑𝑖
2. For every multiplication: 2 shares from unopened party

𝑃𝑁:
1. 𝑠𝑒𝑒𝑑𝑁
2. 1 share per input, 1 share per triple
3. 2 shares for every multiplication

69/3/2024 Carsten Baum

Proof size scales with #𝑖𝑛𝑝𝑢𝑡𝑠 + #𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑠 ⋅ log( 𝔽 )



Identification 
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Verification keySecret key

Sender Receiver

…

Key generation
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Yes/no



ZK proof + One-Way Function ⇒ Identification 
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Inputs Outputs

Efficient to compute

OWF 𝐹

Hard to compute

Key generation
Pick 𝑠𝑘 and compute 𝑣𝑘 = 𝐹(𝑠𝑘)

Identify
Generate interactive ZK proof 𝜋 of knowledge of value 𝑠𝑘 s.th. 𝑣𝑘 = 𝐹(𝑠𝑘)

Verification key

Secret key
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From Identification scheme to Signature

99

Prover Verifier

…

𝑤

I have no 
secrets

One message only Non-Interactive ZK Proof

Fiat-Shamir 
Transformation

(hash transcript)

random

random



NIZK proof + One-Way Function ⇒ Signature 
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Inputs Outputs

Efficient to compute

OWF 𝐹

Hard to compute

Key generation
Pick 𝑠𝑘 and compute 𝑣𝑘 = 𝐹(𝑠𝑘)

Sign
Generate non-interactive ZK proof 𝜋 of value 𝑠𝑘 s.th. 𝑣𝑘 = 𝐹(𝑠𝑘) . Hash includes 𝑚 & 𝑣𝑘

Verify
Verify ZK proof 𝜋 for 𝑣𝑘, 𝑚

Verification key

Signing key

𝜎

𝜎,𝑚, 𝜋

𝑚
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NIZK proof + One-Way Function ⇒ Signature 
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Key generation
Pick 𝑠𝑘 and compute 𝑣𝑘 = 𝐹(𝑠𝑘)

Sign
Generate non-interactive ZK proof 𝜋 of value 𝑠𝑘 s.th. 𝑣𝑘 = 𝐹(𝑠𝑘) . Hash includes 𝑚 & 𝑣𝑘

Verify
Verify ZK proof 𝜋 for 𝑣𝑘, 𝑚

𝜎

𝜎,𝑚, 𝜋

𝑚

Carsten Baum

Signing time 
= 

Prover time
Signature size 

= 
Proof size



Attempt 1: Picnic

Proof size in [KKW18] etc. scales with
#𝑖𝑛𝑝𝑢𝑡𝑠 + #𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑠 ⋅ log( 𝔽 )

Use Block cipher as OWF with small input and #non-linear gates

E.g. LowMC cipher [ARS+15], used in the Picnic signature scheme
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Signature size!

Carsten Baum
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BBQ [DDOS19], Banquet [BDK+21], Limbo [DOT21]
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All operations except S-boxes are linear over 𝔽2
𝑆𝑢𝑏𝐵𝑦𝑡𝑒𝑠 𝑥 : 𝑥 → 𝑥−1 in 𝔽28 (and 0 → 0) 

Evaluate AES circuit over 𝔽28 (use [BN20] instead of [KKW18])
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Picnic, SPHINCS+ (using sha256simple) and Banquet for 
comparable parameter sizes and security levels (all run on 
Intel Xeon W-2133 CPU @ 3.60GHz) for NIST PQ L1 level
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Other OWFs

Legendre PRF [BD20,Damgaard88]

Syndrome decoding [FJR22]

Multivariate Quadratic Polynomials [BFR23]

…
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Ligero [AHIV17]
Getting below the circuit-size barrier
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Modify the MPC scheme
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Client 1
Client 2
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Communication complexity of a proof

Proof size: 𝑡 ⋅ #𝑖𝑛𝑝𝑢𝑡 𝑠ℎ𝑎𝑟𝑒𝑠 + #𝑝𝑎𝑟𝑡𝑖𝑒𝑠
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Opened parties Messages from MPC 
parties to verifier
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Super-duper high level Ligero idea

Proof size: 𝑡 ⋅ #𝑖𝑛𝑝𝑢𝑡 𝑠ℎ𝑎𝑟𝑒𝑠 + #𝑝𝑎𝑟𝑡𝑖𝑒𝑠

Let 𝐶 ≈ |𝑤|. If 𝑁 = √|𝐶| , 𝑡 ≈ log(|𝐶|) and #𝑖𝑛𝑝𝑢𝑡 𝑠ℎ𝑎𝑟𝑒𝑠 ≈ √|𝐶|, 
then communication ෨𝑂(√|𝐶|)

Use [DI06] protocol!
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Opened parties Messages from MPC 
parties to verifier
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Shamir secret sharing

Secret s ∈ 𝔽

Secrecy against 𝑡𝑝 corruptions

Create 𝑓 ∈ 𝔽 𝑋 , deg 𝑓 = 𝑡𝑝, 𝑓 0 = 𝑠

𝑓(1) 𝑓(2) 𝑓(3) …
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𝑃1 𝑃2 𝑃3
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Observations

Create 𝑓 ∈ 𝔽 𝑋 , deg 𝑓 = 𝑡𝑝, 𝑓 0 = 𝑠

𝑓(1) 𝑓(2) 𝑓(3) …

1. Can reconstruct from any 𝑡𝑝 + 1 shares

2. 𝑠 uniformly random given 𝑡𝑝 or less shares

3. Linearly homomorphic sharing (poly evaluation is homomorphism)
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𝑃1 𝑃2 𝑃3
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What if someone lies?

Create 𝑓 ∈ 𝔽 𝑋 , deg 𝑓 = 𝑡𝑝, 𝑓 0 = 𝑠

𝑓(1) 𝑓(2) 𝑓(3) …

If 𝑁 > 3𝑡𝑝 shares, then can efficiently reconstruct with 𝑡𝑝 faulty shares 
(Berlekamp-Welch)
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𝑃1 𝑃2 𝑃3
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Packed Shamir secret sharing

Secret s1, … , 𝑠𝑟 ∈ 𝔽𝑟

Secrecy against 𝑡𝑝 corruptions

Create 𝑓 ∈ 𝔽 𝑋 , deg 𝑓 = 𝑡𝑝 + 𝑟, 𝑓 1 − 𝑖 = 𝑠𝑖

𝑓(1) 𝑓(2) 𝑓(3) …
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𝑃1 𝑃2 𝑃3
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Notation

Packed sharing of 𝑠1, … , 𝑠𝑟 using poly of degree 𝑡: 𝑠1, … , 𝑠𝑟 𝑡

Given 𝛼, 𝛽1, … , 𝛽𝑟 , 𝑎1, … , 𝑎𝑟 𝑡𝑎 , 𝑏1, … , 𝑏𝑟 𝑡𝑏
parties can locally compute 

𝛼 ⋅ 𝑎1 + 𝑏1 + 𝛽1, … , 𝛼𝑎𝑟 + 𝑏𝑟 + 𝛽𝑟 max(𝑡𝑎,𝑡𝑏)

and 

𝑎1 ⋅ 𝑏1, … , 𝑎𝑟 ⋅ 𝑏𝑟 𝑡𝑎+𝑡𝑏
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Share 𝑂(𝑁) secrets among 𝑁 parties

Let 𝑟 = 𝑁 = 𝐶
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Client 1
Client 2

𝑤1, … , 𝑤𝑟 ℓ

𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

…

𝛼1 ⋅ 𝑤1, … , 𝑤𝑟 ℓ

+𝛼𝑟 ⋅ 𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

+⋯+

𝑣1, … , 𝑣𝑟 ℓ

𝑧1, … , 𝑧𝑟 ℓ

+ 𝑧1, … , 𝑧𝑟 ℓ

=

ZK if 
t = ℓ − 𝑟

𝛼1, … , 𝛼𝑟
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Share 𝑂(𝑁) secrets among 𝑁 parties

Let 𝑟 = 𝑁 = 𝐶
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Client 1
Client 2

𝑤1, … , 𝑤𝑟 ℓ

𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

…

𝛼1 ⋅ 𝑤1, … , 𝑤𝑟 ℓ

+𝛼𝑟 ⋅ 𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

+⋯+

𝑣1, … , 𝑣𝑟 ℓ

𝑧1, … , 𝑧𝑟 ℓ

+ 𝑧1, … , 𝑧𝑟 ℓ

=

𝑡 large enough:
All ⋅, … ,⋅ ℓ

decodable

Communication:
𝑡 ⋅ 𝑟 + 𝑁 elements 

in 𝔽

𝛼1, … , 𝛼𝑟
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Extending the witness
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𝑥,𝑤 ∈ 𝑅𝐿 ⇔ 𝐶 𝑤 = 1

+ × +

× ×

+

…𝑤1 𝑤2 𝑤3 𝑤2 𝑤𝜅

𝑜1 𝑜2 𝑜3

𝑜|𝐶|

= 𝑦 =
?
1

… …

𝑜1 𝑜2 𝑜3 𝑜|𝐶|…𝑤1 𝑤2 𝑤3 𝑤2 𝑤𝜅 …

OpenOpen ⋅+⋅−⋅ Open ⋅+⋅−⋅ …

Circuit consistency checkCircuit evaluation
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Check linear relations

For 𝑤1, … , 𝑤𝑟 ℓ check that 𝑤1 +𝑤2 = 𝑤3 ↔ 𝑤1 +𝑤2 −𝑤3 = 0
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Client 1
Client 2

𝑤1, … , 𝑤𝑟 ℓ

…

𝑎, 𝑏, 𝑎 + 𝑏, 0, … , 0 𝑟+ℓ

𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

𝑣1, … , 𝑣𝑟 𝑟+ℓ = 𝛼 ⋅ 1,1, −1,0, … , 0 𝑟 ⋅ 𝑤1, … , 𝑤𝑟 ℓ

+ 𝑎, 𝑏, −𝑎 − 𝑏, 0, … , 0 𝑟+ℓ

𝑣1, … , 𝑣𝑟 𝑟+ℓ

Check that 𝑣1 + 𝑣2 − 𝑣3 = 0

𝛼
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Check linear relations

Cost: 
1. Secret sharing of 𝑎, 𝑏, −𝑎 − 𝑏, 0, … , 0 𝑟+ℓ by prover 

2. Sending 𝑣1, … , 𝑣𝑟 𝑟+ℓ to verifier

One can show: 

One sharing by prover and message to verifier enough to check any 
number of linear relations 

309/3/2024 Carsten Baum

For the experts: 
1. Use random linear combination

2. Use blinding vector that sums to 0



Check multiplicative relations

For 𝑤1, … , 𝑤𝑟 𝑡 check that 𝑤1 ⋅ 𝑤2 = 𝑤3 ↔ 𝑤1 ⋅ 𝑤2 − 𝑤3 = 0
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Client 1
Client 2

𝑤1, … , 𝑤𝑟 ℓ

…

0, 𝑎1, … , 𝑎𝑟−1 2ℓ, 𝑤1, ⋯ 𝑡, 𝑤2, ⋯ 𝑡, 𝑤3, ⋯ 𝑡

𝑤 𝐶 −𝑟+1, … , 𝑤|𝐶| ℓ

𝛼

𝑣1, … , 𝑣𝑟 2ℓ

Check that 𝑣1 = 0

𝑣1, … , 𝑣𝑟 2ℓ = 𝛼 ⋅ 𝑤1, ⋯ ℓ ⋅ 𝑤2, ⋯ ℓ − 𝛼 ⋅ 𝑤3, ⋯ ℓ

+ 0, 𝑎1, … , 𝑎𝑟−1 2ℓ

𝑤1, ⋯ ℓ, 𝑤2, ⋯ ℓ, 𝑤3, ⋯ ℓ

consistent with 𝑤1, … , 𝑤𝑟 ℓ ?
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Check multiplicative relations

Cost: 
1. Sharing of 𝑤1, ⋯ ℓ, 𝑤2, ⋯ ℓ, 𝑤3, ⋯ ℓ, 0, 𝑎1, … , 𝑎𝑟−1 2ℓ

2. Sending 𝑣1, … , 𝑣𝑟 2ℓ to verifier

One can show: 

Can verify 𝑟 multiplications with 4 sharings + 1 opening + linear check

(for r2 = |𝐶| multiplications we need 𝑂( 𝐶 ) sharings + 1 opening + 
linear check)
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