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Desired goals:
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Privacy: the cloud should not learn information on the data

Efficiency: communication and storage at client “minimal”
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VC Privacy

Cloud learns no information on the client’s data

(PKF, SKF) —KeyGen(F)

. PKF o J

N (Ob, Tb) —ProbGen(PKf, x5) b+${0,1}

> if b’=b Win

Def.VC is private if for any PPT adversary Pr{Win]=1/2 + negl (essentially semantic security)

Note: for private veritiable schemes, privacy notion is more complex as the adversary can
ask verifications
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Integrity: the cloud should not be able to send incorrect results 4@ VC Security
Privacy: the cloud should not learn information on the data 4= VC Privacy

Efficiency: communication and storage at client “minimal”’ 4= VC Efficiency
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need full power of FHE
[ GoldwasserKalaiPopaVaikuntanathanZeldovich | 3] based on single-key Functional Encryption

inherently limited to functions w/ [ -bit outputs, need several ABE for expressive predicates

[FioreGennaroPastro14] generic solution FHE + (non-private) VC

1 this talk
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(ek,dk) —HE.KG()

Enc(ek, x) = ctx
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\ ) y —Dec(dk, cty)

Desired goals:

- Thedaedshoddnor beable tosesds peseds
Privacy: the cloud should not learn information on the data @ FHE Semantic Sec.

Efficiency: communication and storage at client “minimal”’ 4= FHE Compactness

10



Solving Integrity&Efficiency using SNARGs

4

SNARGs

Correctness. V(x,w)eR : Ver(crs, x, Prove(crs, x, w) )=1

Setup(R) — crs

Prove(crs, x, w) — T Soundness: Pr[Ver(crs, x, m)=1 A Zw: (x,w)eR | (x, T) —A(crs) ] = negl

Ver(crs, x, ) — 0/ Succinctness. T(Ver) = poly(|x|, log|w]|)
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Desired goals:

Integrity: the cloud should not be able to send incorrect results @ SNARG Soundness
PFi—V-&CYZth syd-shotHd notlearn-intormation-onthe date

Efficiency: communication and storage at client “minimal” 4= SNARG succinctness
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Solving Integrity&Privacy&Efficiency using FHE+SNARGs

(ek,dk) —HE.KG()

Enc(ek, x) = ctx

N
J y+Dec(dk, cty)

' Main idea

~ Start from the FHE solution, and add a SNARG proof that ct,=Eval(ek, F, cty)

Interesting note: the converse Is also possible (compute SNARG proof under FHE) but privacy holds with
a caveat (secret-key verification, no queries allowed)
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Security

Theorem. |f FH

then the VC Is secure.

PKe=(ek, crs ek, dk) —HE.KG
PRe=(ekcrs) | (ek, di) y Y 4
X
| BN O'X=TX=CtX4—EnC(e|(,X)
(Ox, Tx)
< | o
Oy =(cty, ) > Win ="“Ver(PKF, 7x, Oy)=1

and Decode(SKr, G))#F(x)”

- 1s correct and SNARG Is sound,

[ (ctocty) Ty | crs

PrTWIin]=Pr{Win A ct,=Eval(ek, F, ctx)]+PWin A ct,=Eval(ek, F, ctx)] SndWin =“Ver(crs, (ct, cty), y)=1|

= Pr{SndWin] + 0

and cty#Eval(ek, F, ctx)”

15



Practical efficiency challenges of the generic VC

* KeyGen(F)— (PKF, SKf) : (ek, dk)—HE.KG(); crs+Setup(R’); PKr=(ek, crs), SKr=dk

* ProbGen(PKf, x) = (Ox, Tx) : Ox=Tx=CtxEnc(ek, x)
* Compute(PKf, 0x) = Oy:cty—Eval(ek, F, 0y), ty+Prove(crs, (ctx, cty)); Oy =(cty, Ty)
* Ver(PKF, 7x, 0y) =Ver(crs, (ctx, Cty), TTy)

* Decode(SKr, 0y) = Dec(dk, cty)

Building blocks’ efficiency

» FHE Is executed “"natively” (as If no integrity 1s needed) — virtually optimal

» SNARG's efficiency depends on FHE Eval(ek, F,.) — potential blowup




Compatibility challenges

Blueprint of RingLWE-based HE [BV, BV, BGV]
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Compatibility challenges

Blueprint of RingLWE-based HE BV, BFV, BGV] SNARGs
R =Z[X]/(X*+ 1), message space R, = R/pR

Best schemes for computations over
arge finite field [F

Encryption
Rp > mr— Cct = (Ct[O] + Ct[l]Y) < Rq[Y] //ciphertxt space

Addition
Eval(+, cti, ctz) 2cti+ctz € R [Y] Challenges

Basic multiplication |) Ciphertext expansion

Eval(x, cti, ct2) ¢ty - cty € Rq[Y] /I degy increases unless optimized packing, degy(m) <K d

Relinearization + mod switch /noise reduction 2) Ciphertext modulus
degy(ct) /

ct —> ct = Z ct[i] - rk[i] mod g —~ [i ct| g usually not prime
=0 K  3) Non-algebraic operations

noise control technigues require divisions
and rounding

17



Ciphertext and circuit expansion (extreme case)

plaintexts ciphertexts
Z,>m ct = (ct[0] + ct[1]Y) € R [Y] = Z [X]/(X? + 1)

18



Ciphertext and circuit expansion (extreme case)

plaintexts ciphertexts
Z,>m ct = (ct[0] + ct[1]Y) € R [Y] = Z [X]/(X? + 1)

ct; ct; Ct3 Ct4
mi; mj2 M3 N4

F*=Eval(F,.)
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Ciphertext and circuit expansion (extreme case)

plaintexts ciphertexts
Z,>m ct = (ct[0] + ct[1]Y) € R [Y] = Z [X]/(X? + 1)

ct; ct; Ct3 Ct4

d additions over Z-

mj mpz m3s3 Mmy4«

F*=Eval(F,.)

d log(d) mults over Z,4

d depends on RinglLWE security, e.g., for g=256-bits, d=38000

18



Impact of expansion on the SNARG

Goal. prove that ct= F*(ct, ..., cty)
F*

ct; ct; Ct3 Ct4

ct

Can we avoid that the proving complexity depends on d?
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Impact of expansion on the SNARG

Goal. prove that ct= F*(ct, ..., cty)
F* F

Ct; cCt; Ctz Ct4 mi; m2 m3 my

|deally....

Can we avoid that the proving complexity depends on d?

m )

ct

not really... at least must read inputs/output.We'll see how to achieve O(dn + |F|) instead of O(d log(d) |F|)

19



Tackling ciphertext/circuit expansion [FNP20]

SNARK Rg-I

RF>*< ={X=(me, Cty), \V\V:(Ctx) .
ct,=F*(cty) cmy=Com(ctx)}

BVII HE
R =Z[X]/(X*+ 1), message space R, = R/pR

Encryption

R,5mr— ct= (ct|O] + ct[1]Y) & Rq[Y] //

ciphertxt space

Addition
Eval(+, ct), cty) P cti+cty € R Y]

Basic multiplication

Eval(x, cti, ct2) ¢t - ct) € R [Y] /I degr increases

D

Set g prime
st Z, =1

supported by
the SNARK

[FNP20] D. Fiore. A. Nitulescu, D. Pointcheval. Boosting Verifiable Computation on Encrypted Data. PKC 2020

20



Basic idea of Rq-I

F* Rgn N Ré)_l-l

ct) ct Ct3 cCty4

ct
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Ct; cCt Ct3 Cts4 ct) ct Ct; Cty4

ct ct’
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Basic idea of Rq-I

et F': Z [X]*" - Z [X]PT! B '
k. 2n D+1 q q compress
I 'Rq _)Rq be as F* w/o mod X4 + 1 2

ct; ctz ct3 Ct4 ct; ct2 ct3 Ct4 prove

’.'

cti(k) cta(k) cts(k)cts(k)

{Ctj}j, Ct, H

>

<

Prove that ct(k) + H(k)(k* + 1)
ct(k) + H(k)(k* + 1) = F({ctj(k)} )

>

ct ct’

ct(X) = F*({ct{(X)}) < FHX) : ct(X) = F({ctj(X)}) — HX)(X! + 1)
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Basic idea of Rq-I

/. 2n D+1 (
- p2n _, RpD+1 Let B0 Z,[X]7 = Zg[x] “compress’
- Mg q be as F* w/o mod X¢ + 1 & F

ct; ctz ct3 Ct4 ct; ct2 ct3 Ct4 prove

- ’ cti(k) cta(k) cts(k)cts(k)
t;} ct,
% Cligj C A

<

ct(k) + H(k)(k? + 1)

Prove that
ct(k) + H(k)(k* + 1) = F({ctj(k)} )

> based on hom property
of evaluation map

ZJ[X] o Z,

ct ct’

F'({ct(X)}) — HX)(X? + 1)
- ct(k) + H(k)(k" + 1) = F({ctj(k)}))

ct(X) = F¥({ct{(X)}) <> FH(X) | ct(X) =
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Modular realization of Rq-I1

F':Z X" — Z,[X]P! “commit, compress”

ct; ct Ct3 Cty4 &
prove
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“commit, compress”’
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ks Z,

<
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Modular realization of Rq-I1

F':Z X" > Z [X]°"!

ct; ct Ct3 Cty4 &
prove

Com({ctj}j, ct, H)

ks Z,

<

Com( {Cj}j, C, h )

Cey 7CF

prove
Vj: ¢; =ctj(k), c=ct(k), h=H(k)

circuit complexity O(n - d)

“commit, compress’

’

prove
c=F(1G}) - h(k?+1)

O(|FI)

ClI C2

C3

C4
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Modular realization of Rq-I1

F':Z X" — Z,[X]P! “commit, compress’

ct; ct Ct3 Cty4 &
prove

Com({ctj}j, ct, H)

ks Z,

<

Com( {Cj}j, C, h )

Cey 7CF

prove
Vj: ¢; =ctj(k), c=ct(k), h=H(k)

circuit complexity O(n - d)

’

Cl C2 C3 (4

AC-I
Drove can be instantiated
c=F({c}) - h(kd+1I) with SNARK for Z4
O(IF))
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Modular realization of Rq-I1

F':Z X" — Z,[X]P! “commit, compress”
ct) ct; Ct3 Ct4 &
prove F
CI C2 C3 (4
- Com({ctj}j, ct, H)
PR |
Com( {Cj}j, C, h )
| A
Ct’ ﬂev ﬂF \
MUniEv-I1 " AC-N
main technical Drove Drove can be instantiated
realization Vj: ¢ =ctj(k), c=ct(k), h=H(k) c=F({c}) - h(kd+1) with SNARK for Zq
circuit complexity O(n - d) O(|F))
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Security of Rq-I1

“commit, compress’

e

MUniEv-I1

prove

&
prove

Security intuition.

- Com({ct,-}j, ct, H)
— —>

( :

Com( {cj}, c,h)

|

7Cev

)

7TF

Vj: ¢j =ctj(k), c=ct(k), h=H(k)

e

c=F({g}) - h(ké+)
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“commit, compress’

e

MUniEv-I1

prove

Vj: ¢j =ctj(k), c=ct(k), h=H(k)

e

c=F({g}) - h(ké+)

& - Extrac
prove comm
- Com({ct,-}j, ct, H)
— — >
4_
Com( {Cj}j, C, h )
| \
7Cev 7TF

Security intuition.

- {ctih, ct, H, {c}i, ¢, h from the
tments
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Security of Rq-I1

“commit, compress’

e

MUniEv-I1

prove

Vj: ¢j =ctj(k), c=ct(k), h=H(k)

e

c=F({g}) - h(ké+)

2 - Extrac
prove comm
- COm({Ctj}j, o H )
— —>
4_
. k*sZq
COm( {Cj}jy cC, h )
| \
TCev 7CF

Security intuition.

- {ctih, ct, H, {c}i, ¢, h from the
tments

- If c2F({c;} ) - h(kd+1) break AC-[]
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Security of Rq-I1

‘. . s Security intuition.
commit, compress
& - Extract {ctj};, ct, H, {cj}, c, h from the
prove commitments
[Com({ct}; ct, H) - If c2F({c;}) - h(kd+1) break AC-I1
f— — |
k —5 Zo - If c¢§t(k), h=H(k) or 3j: ¢; #ctj(k), break

< — MUnIEv-I'1

Com( {Cj}j, C, h )

| \
Tley TF

e

MUniEv-I1

prove
Vj: ¢j =ctj(k), c=ct(k), h=H (k)

prove
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Security of Rq-I1

“commit, compress’

: Security intuition.

& - Extract {ctj};, ct, H, {cj}, c, h from the
prove commitments
|Com({ct}; ct, H) - If c2F({c;}) - h(kd+1) break AC-I1

N k —5 Zo - - It e#ct(k), h#H(k) or 3j: ¢; #ctj(k), break

—— — MUnNIEv-I]
C‘:om( {Cj}j’ C’\h ) - At this point, over the randomness of Kk,
* ct(X) # F'({ct(X)}) = HX)(X* + 1)

Tley TF

e

MUniEv-I1

prove

Vj: ¢j =ctj(k), c=ct(k), h=H(k)

\ holds with prob. ~dD/q

prove
c=F({g}) - hké+1)

23



MUniEv-[1: CP-SNARK for multiple polynomial evaluations
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Runi( (G, C, k), ({cth {c}i.e.0): V) G =ct(k) )
C'=Com({c}; @’)
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MUniEv-[1: CP-SNARK for multiple polynomial evaluations

C= Com( {ctj}j, @)

Runi( (C, C k), ({cth{c}i, 0 @) :

C'=Com( {c};, 0’)

Vj: ¢; =ctj(k) )

MUniEv-I1 < BivPE-I1 reduce to partial evaluation of one bivariate polynomial

Bivariate polynomial encoding. (cto(X), ..., cta(X)) = ct(X)Y) = cto(X) + cti(X)Y + ... + cta(X) Y7

Bivariate polynomial com. Com(cto(X), ..., cta(X))=Com(ct(X,Y)), Com(co, ..., cn)=Com(c(Y))

R = Row( (C,C k), (ctc @) :C=Com(ct(X,Y), @), C=Com(c(Y), @), c(Y) = ct(kY) )

Main construction. Com for bivariate polynomials

CP-SNARK BivPE-I'l for partial evaluation

24



Biv commitment scheme

Basic idea. ck = ({[s' t]], [« s' ti]}ij, [h, ah], [, s, sh]),

C=(c, )=([P(s;,)+eh], [x (P(s,t) + eh)] )
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Biv commitment scheme

Basic idea. ck = ({[s' t]], [« s' ti]}ij, [h, ah], [, s, sh]),
Biv.ComGen(1?*,d, ¢) — ck

C=(c, )=( [P(s,;t)+@h], [ (P(s,t) + eh)] )

Biv.Com(ck, P) — (C, p)

. Pi=)00_ai XYY

p <8 ZLq

return (C, p)

U W N

- Gij — g

S

g1 =9,
. return ck = {gk, (gzg)” 0s (g zg)z] _o; (h, h) (9,9); (91, h1)}

Biv.ComVer(ck,C) — b

1:

2: return b := (e(c,g) = e(é, 9))
Biv.OpenVer(ck, C, P,p) — P

C = (c, ¢)

A

:gk<—g(1>‘) g,h<—$G,g<—$Q5 a, S, t «$Zg

1:
2:
3:
4

C = (c,8), P =" ay X'y’

b1 «— ComVer(ck, C’)

b2 « (C = h” 1—[:,1 2_0 gzg
: return (b1 A bz)

)
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Goal. p(Y) = P(k,Y)
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BivPE-I'1 CP-SNARK

Goal. p(Y) = P(k,Y)
KZG 10 evaluation proof technique: for b=P(a), sive [W(s)] where
W(X) = (P(X) - p(a))/(X - a)
and verifier tests e( [W(s)],[s-a] ) = e( [P(s) - b],[1])
Partial evaluation of bivariate polynomial: prover = [W(s,t)] where
WX, Y) = (POXY) - p(Y))/(X - k)
and verifier tests e( [W(s,t)],[s-a] ) = e( [P(s,t)] - [P(D)],[1])

...doesn't work if commitments are hiding...
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BivPE-I'1 CP-SNARK

Instance. C=([P(s,t)+eh], [x (P(s,t) + eh)]), C=([p(t)+e’h], [« (p(t) + e'h)]), k

Goal: prove p(Y) = P(kY)

27



BivPE-I'1 CP-SNARK

Instance. C=([P(s,t)*eh], [ (P(s,t) + eh)]), C'=([p(t)+e’h], [« (p(t) + e'h)]), k
Goal: prove p(Y) = P(k,Y)

Main idea: compute W(X,Y) = (P(X,Y) - p(Y))/(X - k) and give D=[W(s,t)]
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Goal: prove p(Y) = P(k,Y)

Main idea: compute W(X,Y) = (P(X,Y) - p(Y))/(X - k) and give D=[W(s,t)]
verifier tests e(D, [s - a]) = e(C - C, [I])

Problem |: verification does not work

e(C - C,[1]) = e([P(s.)+eh] - [p(©+’h], [1]) = e( [P(s.t) - p(e) + (2 - ©)h], [1])
= o([W(s.t)], [s-k]) e([(@ - @)h]. [1])
= (D, [s-K]) e([(e - @")h], [1])

Problem 2: D does not hide W — solved by defining D=[WV(s,t)+wh]

Solution to (1): prove knowledge of (p, 0, W) s.t.
e(C - C., [1])/e(D[s-k]) = e([h(e - @) - h(s-k)w], [1])

e([P(s,t)*+eh] - [p(t)+e'h], [1]) / e([W(s,t)*+wh], [s-k])
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BivPE-I'1 CP-SNARK

Prove knowledge of (0, 0, W) s.t.

e(C - C, [1])/e(D,[s-K]) = e([h(e - ©') - h(s-k)w], [1])
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BivPE-I'1 CP-SNARK

Prove knowledge of (0, 0, W) s.t.

e(C - C, [I])/e(D[s-k]) = e([h(e - €') - h(s-k)w], [1])
Define [g]=[h(k-s)] = [h]k - [hs]

e([h(e - ) - h(s-k)w], [1])= e([h](e - e)[g]w, [1])
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BivPE-I'1 CP-SNARK

Prove knowledge of (0, 0, W) s.t.

e(C - C, [I])/e(D[s-k]) = e([h(e - €') - h(s-k)w], [1])
Define [g]=[h(k-s)] = [h]k - [hs]

e([h(e - ) - h(s-k)w], [1])= e([h](e - e)[g]w, [1])

Build a Schnorr proof of knowledge of exponents (p - @) and W s.t.

e(C - C, [1])/e(D[s-k]) = A = e([h](e - e)[g]w, [1])
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BivPE-I'1 CP-SNARK

Resulting CP-SNARK: obtained in ROM applying Fiat-Shamir to Schnorr proof

BivPE-I1.Prove(crs, u, w) BivPE-I1.Ver(crs,u, ) — b

1: (C,C"k) =u,(P,Q,p,p) :=w 1: (C,C",k):=u,(D,e,o,7):=m

2: W= (P-Q)/(X —k) 2: (¢,8):=C,(d,&):=C",(d,d) =D
3: (D,w) « Biv.Com(W) 3: by « Biv.ComVer(C)

4: §:= hi/h*, z,y <sZ, 4: by «— Biv.ComVer(C")

5: U:=e(h"g",g) 5: bz < Biv.ComVer(D)

6: e «— Hash(u, D,U) 6: A =e(d,g1/g") e(c/c,g)"

7: 0=z — (p' —p)e mod q 7: U:=e(h°G",g)A%, s.t. §:= hi/hF
8 T=y—we mod q 8: by «— (e = Hash(u, D,U))

9: return 7 := (D, e, 0, T) 9: return (by A b2 A bz A by)
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Tackling ciphertext/circuit expansion & modulus [BCFK2 | ]

BCFK21

BVII HE -
<:> Compress and prove over Galols rings

R,=Z,[X]1/(X*+ 1)

- Homomorphic hash Zq[X] — Zq[X]/h(X) for
random irreducible A(X) of degree <d

Encryption q can be

R,> mr— ct=(ct[0] +ct[1]Y) € R [Y] product of
prime powers

- GKR over Z [X]/h(X)

Addition
Eval(+, ct), cty) 2 cti+cty € R Y]

Basic multiplication

Eval(x, cti, ct2) ¢t - ct), € Rq[Y] unless optimized packing, degy(m) < d

2) Ciphertext modulus

q usually not prime

[BCFK2 1] A. Bois, I. Cascudo, D. Fiore. D. Kim. Flexible and Efficient Verifiable Computation on Encrypted Data. PKC 202 | 30



State of the art on VC for FHE

Delegation Verif Privacy @ Mul depth Ctxt modulus Implemented | Practical?

FGPI14 |Z)I”iV. pI”iV. / | prime >)A | 5sfor 1000-var deg-2 poly

FNP20 pUb pub v O(1) prime >24 —
BCFK2] pub pub v O(1) any —

Privacy no verif. means verification’s outcome must be kept private
Practicality not apple-to-apple at all, just to give an idea of time

Active area, not yet a “full” solution
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State of the art on VC for FHE

Delegation Verif Privacy @ Mul depth Ctxt modulus Implemented | Practical?
FGP |4 Driv. priv. o/ | prime >24 v | 5sfor 1000-var deg-2 poly
FNP20 pUb pub v O(1) prime >24 —
BCFK2] pub pub v O(1) any —
Rinocchio  pub priv. v’ poly any v/ | 0.3sfor 1 mult
HEliopolis  pub priv.  no verif any any v | 5sfor HE-FRI on RS of size 4096
GGW24  pub priv.  no verif any any —
TW24 pub pub / any any v | 20m for | bootstrapping

Privacy no verif. means verification’s outcome must be kept private
Practicality not apple-to-apple at all, just to give an idea of time

Active area, not yet a “full” solution

Thanks! Questions?
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