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Ajtai commitment [Ajt96]

* Let Z4 be a ring of integers modulo q.

* To commit to a short message vector s, we compute:
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\

commitment

Ny gy,
- In lattice-bulletproofs ® o
[BLNS20,AL21,ACK21], verifier -
has to process the whole A.
- More structure to A [CLM23]?

- Preprocessing [BCS231]7
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Square-root approach [BBCDGL18]
- ™o

»
W .

nxy{m
A € Zq

\ Size:

A commitment to a short message vector § is: o
nm/mlogq

{I\/\athematically: (IM R A)s =t j Finding different short s,s’ st
Im®A)s=t=(Im QA)s
Breaking SIS for A




Tensor product refresher

A(B+C)=A®B+ARC,
(B+C)2 A=BRA+C®A,
(kA) ® B = A® (kB) = k(A ® B),
(A B) e C=A®(B® C),
AR0O=0® A =0,

Mixed product property

(A®B)(C®D) = (AC) ® (BD).




Opening proof

(I\/— (0% A)s =t and s is short l

PP U |

8

&

)ﬂL\\
t

st
K used for
soundness
C C « {0,1}°m
=(CQRI S Z
‘ ( ® M) - Check:
1 (I, QAz=
CRI,)t
2. Zis short

Communication size: k vVm + kvmlogq = 0(\Ym) bits
Verification time: 0(v/m)




Coordinate-wise special soundness

)/Jr\\

C C<—St

(x, w)

A

Z

»
»

Special soundness: given two valid transcripts (4, C,Z) and (4, C’, Z") with different € # ',

CWSS: given t + 1 valid transcripts (4, C;, Zi),-e[o,t] such that

Sy |
o |
- HNNNNEEEEE 7"
2

. HEEEEEEEE

one can extract w.

[FMN23]: CWSS
implies knowledge

soundness with error
t/|S|.




Proof

)ﬂL\\

C C « {0,1}°m
=(CQRI 0y Z
“ ( ® ‘/"_1) »  Check:
— 1 (I, QRAz=
Suppose we're given transcripts (C, z), (€', z") where € and C’ CR It
differ in exactly the 1 < j < +/m column; say ¢; j # c; ; for 2 7 short

some 1.

_

For each j, we will extract a short s; such that Asj = ¢;

] [FMN 23] Soundness error

Vm/2¥

We can then collect all s]’-‘ to recover the full witness s.




e el
(Iﬁ® A)s =t and s is short I

_ o s B e e b 8 B R A

Suppose we're given transcripts
(C,z),(C',z") where C and C’
differ in exactly the 1 <j <+/m
column; say ¢; ; # cl-',j for some 1.

t
C C « {0,1ym
For each j, we will extract a short :
S; such that As; = t; z=(CQIs)s z Chock
1 (I, ®A)z=
(CR It
2. Zis short

Consider the vectors z = (24, ..., Z/;) and 2’ = (24, ..., Z' ;). Then we have

Jm ym
AZL' = z Ci,ktk AZ’i = z C’i,ktk

By subtraction: A(z; — z;) = (ci,j — cl-',j)tj = +t; We set s} = (ci,j — cl-',]-)(zi — z;) - which is short!



Proving polynomial evaluations

= [1 xVm y2vm x\/E(\/E—n]

= [1 x¥m x2Vm ...xm(m‘l)](lm ® [1xx2..xVm 1))




“roving polynomial evaluations

| ==

- (Iym ® A)s =t and s is short |
e \ %A 7
[1 xVm x2Vm ...x‘/"_”(‘/m‘l)](lm R[1xx?. .V )s=y )/Jr\‘

t X,y
vm
™)) v € L ;
C C « {0,1}om
=(CRI z
‘ ( 3 \/m)s - Check:
1 (I, @A)z=(CRIt
2. Zis short

[1xVm x2Vm | Vm(Vm- 1)],, —

(L @[1xx?..xV™1))z=(CRI)v
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Cube-root approach for m = k3n

(Square—root approach: (I\/ﬁ X A)S =t J

Cube-root: (I, ® A) (I, ® A)s =t for A € Zg™"".
\ Size: k nlogq = 0(m3).

s this commitment binding? Fmdmg different short s, ' st ]

I ®A) Uy A)s =t = U, QA) (T2 Q A)s’
-@




Gadget matrix

(124 ..2l84] ... 0

* let G, = : " : e 7" o8
n . : . q
0 o [124 ..2l849]
6, =1, gT
* The binary decomposition function G *: Lg — ZZlogq satisfies for
any f € Zy:

GG, Y () =f TLDR: Binary-

decompose each
entry of the vector

We will ignore the subscript.



To get binding from SIS (

I, @ A)G((I.- R A)s) =t

m = k3nlogq
nxknlog q
A€t

_
Finding different short s,8’ st.

I, Q@A (U-QR4)s)=t=U, QA6 (U:® A)s

Ef (I..®A)s =, Q A)s" => breaking SIS for A [

Otherwise G™1((I,- @ A)s) # G~ *( (I, ® A)s")=> breaking SIS for A4




Opening proof

Define r:= G 1( (I, @ A)s)

So, (I, ® A)r =t and r is short! @

l

st

z=(C®I)s

: (1:,,;@ A)sizitian_d s \;“sho;t —-!] %
ﬂrj( N

t

»  Check:

1L (I, @A)z=

2. Zis short

C « {0,1yom

m = k3nlogq
nxknlog q
A€t

(CRIL)t




m = k3nlogq
nxknlog q
A€t

$

)ﬂL\\
t

Define r:= G 1( (I, @ A)s)

So, (I, ® A)r =t and r is short! C C {01}
v=I(C | r v
( N nlogq) »  Check:

Observation 1: €& Int

2. v is short

(I:cn®gT)v = (I,c® (1n®gT))(C®]nlogq)r shor

| I e pk?nl

public =(C®I,) (Ikz (%) (In (%) gT)) r folded witness s’ € Z* "'0g84

=(C®IN6r =C®IL)Ie®A)s=U:®A(CQIniogq)s



m = k3nlogq
nxknlog q
A€t

--------------------------------- Communication size (prover side):

0 ,‘ -1 — ~
? e @G (2 Q@ A)s) = 2knlogq = 0(m'/3) Z, elements
S S Verification time: O@m2)-Linear. ?
NANR
t
Define r:= G 1( (I, @ A)s)
So, (I, @ A)r =t and r is short! C C < {0,1}FxK
V= (C ® Inlogq)r v »  Check:
o TV 1 o AN T )L 1. (I Av =
!_ (Ilcn®gT)v:(IK®A)(C®IKnlogq)S | ( K® )v (C®I )t
__________________________________________ n
2. v is short
c C' < {0,13
Z = (C ® Inlog q)(C ® Ircnlog q)s ‘ Check:
z 1 1L ®@Az=CQRI) (I ® g")v

\4

2 zis short
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Many-to-one Ajtal commitment

To commit to any message vector f, € Zg' of length m = Kkt on, we

compute:
Xk-n -log q \

Gt n
m AEZq
fe i Y : ’ :
= =
.y k?-n-loggq k-n-logq n r-1

each each



Many-to-one Ajtal commitment

To commit to any message vector f, € Zg' of length m = Kkt on, we

compute:
- Se-11
nxk-n-logq

Sr—11

Gt

fe >

A€Z,

—

-
Mathematically: (Ixf’—l R A)S£—1 — ff—ljz Finding different short s,_1,8 p_1 st
(1£1®A)Sg 1= fs- 1—(1{1@/])53 1
> Breaking SIS




Our commitment scheme

Opening to a commitment ¢ = f;: message
feand <hort 81, .., 8p_1 SL

e 1®A)
/H\

Short fe-1=Gsp—

/ Opeﬂiﬂg (ka—l X A)S{J_l — f{’—l
=G
- commitment 2 -

§ (e ® A)s2 = f2

(I, ® 4) ‘/
B g e g




Why is our scheme interesting

- - . o2 Opening to a commitment ¢ = f;: message
Folding property: given any matrix C € Zg and a Foand o Sq, ., Sp_q St

valid opening fyp, (81, ---,Sp—1) for a commitment ¢

\ 4

valid opening gy—1, (11, ..., Tp—_2) for the

commitment (C ® 1,)Gsq1 = (CQ L) f> fro1=GsSp_

(L1 ® A)sp—q = foq

f2 = Gsq
(IKZ ®A)SZ = f2

= (I ® A)(C€ ® In1og )52

(Ikl X A)Sl = f1




Why is our scheme interesting

Opening to a commitment ¢ = f;: message

KX K2
Lq and a feand Lo 84, ...,8p_1 St

Folding property: given any matrix € €

valid opening fyp, (81, ---,Sp—1) for a commitment ¢

\ 4

valid opening gy—1, (11, ..., Tp—_2) for the
commitment (C @ 1,)Gs1 = (C QL) f> fo1:=Gsp_y

(Ilcf_l X A)Sl’—l =fr-1

1= (C Q Iicniog q)sz Length: k%nlogq

r=(0C® L log q)SS Length: k3nlogq fa = Gsq
(Ilcz X A)SZ = f2

ry_>,=(CQ Ixf’—znlogq) Sp—1 Length: k¥~ Inlogq

(IK1 X A)Sl = f1

T

go-1=Grp_



Opening proof

Proof of opening to the commitment t = f4

KX K2
ZCI

Folding property: given any matrix € € and a

valid opening fyp, (81, ---,Sp—1) for a commitment ¢

\ 4

$

)/Jr\\
valid opening gy—1, (11, ..., Tp—_2) for the fo,(S1,--,Sp_1) t

commitment (C @ 1,)Gs1 = (C QL) f> - ¢

|
V=(C®In0gq)S1 EZy =1

r1 = (€ ® Iniogq)S2 Length: k?nlogq ‘
ry = (C ® Lz log q)Sg Length: k3nlogq (’ Check whether s is short and
p) (Ia ® A)v = (C®L)f

ry_o =(CQ ka_znlogq) Sp_q Length: k¥"1nlogq | Prove knowledge of an opening |
9go—1,(T1,...,Tp_p) to the commitment

gr—1 = Gro_s Gv=G(CQ®I,1054)51 = (CRI,)Gs,

I




Opening proof

Folding property: given any matrix € € ng’cz and a
valid opening fyp, (81, ---,Sp—1) for a commitment ¢

¥

valid opening gy—1, (11, ..., Tp—_2) for the
commitment (C ® I,,)Gs1 = (C QL) f>

e Take C « {0,1}xK*

* We prove that the three-round protocol satisfies
CWSS where {0,1}XK*: = ({O,I}K)KZ.

2

K
* The soundness error becomes -

2
. K
* For our general protocol, the error is £ - st

Proof of opening to the commitment &t = f4

$

)ﬂL\‘
ffr (Sli""S{’—l) t

<
<«

C

1
V=(C®In0gq)S1 EZy =1

(’ Check whether sq is short and
ﬁ) (I.®A4)v=(CQRL)f

Prove knowledge of an opening

9go—1,(T1,...,Tp_p) to the commitment
Gv=G(CQ®I,1054)51 = (CRI,)Gs,




Opening proof

Folding property: given any matrix € € ng’cz and a
valid opening fyp, (81, ---,Sp—1) for a commitment ¢

¥

valid opening gy—1, (11, ..., Tp—_2) for the
commitment (C ® I,)Gs1 = (C QL) f1

Communication complexity:

- O(knlogq) elements over Zg per round

- there are O(#) rounds

- total proof size is O(fknlogq) Z,-elements

Recall that L = k¥ - n.

Take n, Kk € poly(A). Then £ =0 GZ;)

Polylogarithmic proof size!

Proof of opening to the commitment &t = f4

$

)ﬂL\‘
ffr (Sli""S{’—l) t

<
<«

C

1
V=(C®In0gq)S1 EZy =1

(’ Check whether sq is short and
ﬁ) (Ia ® A)v = (€ R L)f
Prove knowledge of an opening

9go—1,(T1,...,Tp_p) to the commitment
Gv=G(CQ®I,1054)51 = (CRI,)Gs,




Polynomial evaluation proof for free

Prove knowledge of an opening to a
commitment t = f1: message f, and

S1,.--,Sr-1 s.t.
GSp—1=f¢
fo-1:=Gsp_3

(IK€_1 X A)Si’—l = f€—1

TLDR: we can transform an
equation

[1x x? . l ‘
fr-1

Into a tensor-type relation.
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We build a concretely efficient variant over polynomial
rings (rather than over Zg).

- Asymptotically the proof size is O(LY/?) ring
elements.

 —

Proof size for L = 2°°

Concrete [FMN237 (L) 3.4MB
@fﬁC\@ﬂCy SLAP [AFLN247 (L) 36.5MB
Brakedown (H) 9.7MB

Ligero (H) 1004KB

FRI (H) 388KB

This work 501KB
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Summary

/Efﬂcient polynomial commitments\
from lattices

» Succinct proof sizes and
verification

» Under standard assumptions
(+ROM)

https://eprintiacrorg/2024/281
» Transparent setup

» Tight security proof in ROM via
CWSS

\ adversaries / This work is supported by the RFP-013 Cryptonet
network grant by Protocol Labs.

» Security against quantum
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