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Lectures 1,2,3

[
_

(G, +) group of prime order p;

(Algebraic) proof systems where DLOG problem is hard;

Pr(x <~ A(P,H)ANH=xP | x + Z;) =0

Lecture 1: techniques in groups without efficiently computable bilinear
maps/pairings;

m Lecture 2: techniques in groups with efficiently computable pairings

m Lecture 3: Polynomial Commitments in pairing groups



Organization

m Commitments

m Bulletproofs

m Accumulators
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Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.

m ck < Setup(G,n): sample ck = G = (Gy,...,G,) € G" from some
distribution Dj,.

m C < Commit(ck € G", 7t € ZZ):

ck=G=(Gy,...,Gp)
(my, ..., my) ezg i=1



Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.

m ck < Setup(G,n): sample ck = G = (Gy,...,G,) € G" from some
distribution Dj,.

m C < Commit(ck € G", 7t € ZZ):

ck=G=(Gy,...,Gp)
(ml,...,mn)ezz

Binding: If adversary finds one commitment and two valid openings C, 17, 17’
then:

C =y, mG;
C= Zzn:l ml’-Gi



Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.

m ck < Setup(G,n): sample ck = G = (Gy,...,G,) € G" from some
distribution Dj,.

m C < Commit(ck € G", 7t € ZZ):

ck=G=(Gy,...,Gp)
(ml,...,mn)ezz

Binding: If adversary finds one commitment and two valid openings C, 17, 17’
then:

C =y, mG;
C= Zzn:l ml’-Gi

D,,-FINDREP problem (also kernel problem, or discrete log relations):

Pr(z’;’eA(é)/\(’):(ﬁ,GHéeDo ~0



Algebraic Commitments
Pedersen Vector Commitments
(G, +) group of prime order p.
m Example 1: Uniform Key, transparent setup, D, = U,.
ck =G = (Gy,...,Gy), G; uniformly and independently chosen from G

igh
Binding Exl: DLOG 5% 74, — FINDREP.



Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.

m Example 1: Uniform Key, transparent setup, D, = U,.
ck =G = (Gy,...,Gy), G; uniformly and independently chosen from G

Binding Ex1: DLOG gg U, — FINDREP.
n
(P,H) ot H.—x:P_ abe— zf %m@
_/G—__; A
7<=<\7:Z“> —:I >t FiMmQP
P <5, <F,G6>=0
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Proo — - - -
Lé—:<\74,cr7 AP+ <v, brH



Algebraic Commitments

Pedersen Vector Commitments

m Example 1: Uniform Key,
ck = é == (Gll---/Gl’l)/

transparent setup, D, = U,.

G; uniformly and independently chosen from G

Binding Ex1: DLOG “$% 4, — FINDREP.

n
(PH) ot HX:PI afé_zf B
—n
G
- A
x=<V,5 <'\°/ 5.t Finpaep
~ -0 . .
7 <'\r, b7 < \T‘,a > =0
~ .
:? o — -
_N’é_:‘(\'f*/ 7 =<v, aYP 4+ <%, brH
S <EE> e
| . < \‘1; E> Important Technique
&P+ \»\’(\A A hide challenge information
?“ba\ﬂb’ —T theoretically in variables




Algebraic Commitments
Pedersen Vector Commitments

(G, +) group of prime order p.
m Example 1: Uniform Key, transparent setup, D, = U,,.

ck =G = (Gy,...,Gyu), G; uniformly and independently chosen from G

ight
Binding Ex1: DLOG Assumption il Uy, — FINDREP (<= is trivial).

m Example 2: Structured Setup (powers of trapdoor)
ck=G= (P,xP,...,x"P),G; = xG,x Zy

m Example 3: Structured Setup, n = 2# (multilinear monomials of u
variables)

ck=G = (P,x1P,x2P,...,xyP,x1%2P, ..., x1%3 ... x; P)



Algebraic Commitments
Pedersen Vector Commitments

(G, +) group of prime order p.
m Example 1: Uniform Key, transparent setup, D, = U,,.

ck =G = (Gy,...,Gyu), G; uniformly and independently chosen from G

ight
Binding Ex1: DLOG Assumption il Uy, — FINDREP (<= is trivial).

m Example 2: Structured Setup (powers of trapdoor)
ck=G= (P,xP,...,x"P),G; = xG,x Zy

m Example 3: Structured Setup, n = 2# (multilinear monomials of u
variables)

ck=G = (P,x1P,x2P,...,xyP,x1%2P, ..., x1%3 ... x; P)
Lo tight
Binding Ex 2,3 : n — DLOG = D, — FINDREP.

n—DLOG Assumption:  Pr (x — A(P,xP,...,x"P) | x « Z’;,) ~0



Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.
m Example 1: Uniform Key, transparent setup, D, = U,.
ck=G= (Gy,.-.,Gy), G; uniformly and independently chosen from G
m Example 2: Structured Setup (powers of trapdoor)
ck=G=(P,xP,...,x"P),G; =x'G,x + Z,

m Example 3: Structured Setup, n = 2# (multilinear monomials of y
variables)

ck=G = (P,x1P,x0P, ..., xy P, x1%0P, ..., x1X3... X, P)

1) Uniform Key: weaker assumptions!



Algebraic Commitments

Pedersen Vector Commitments

(G, +) group of prime order p.
m Example 1: Uniform Key, transparent setup, D, = U,.
ck=G= (Gy,.-.,Gy), G; uniformly and independently chosen from G
m Example 2: Structured Setup (powers of trapdoor)
ck=G = (P,xP,...,x"P),G; = x'G,x + Z,

m Example 3: Structured Setup, n = 2# (multilinear monomials of y
variables)

ck=G = (P,x1P,x0P, ..., xy P, x1%0P, ..., x1X3... X, P)

1) Uniform Key: weaker assumptions!

2) Uniform Key: Trapdoors unknown to any party through oblivious sampling,
H:{0,1}* -G
3) Functionality ?



Bulletproofs
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Bulletproofs

BP is an Inner Product Argument

m (G, +) group of prime order p. G,H € G" commitment keys;
m Statement:

C € G is a commitment to 7 with key G

and

D € G is a commitment to b with key H i.e.

and

0 € Zp is the inner product of committed values a, b.

Witness: 71',5.



Bulletproofs

BP is an Inner Product Argument

m (G, +) group of prime order p. G,H € G" commitment keys;

m Statement:

C € G is a commitment to 4 with key G C=<140G>
and and
D € G is a commitment to b with key H i,e. { D=< E,ﬁ >
and and
0 € Zy is the inner product of committed values @, b. =< E,B > .

Witness: 71',5.

m Recursive Strategy: Reduce to a randomized statement of half the size:

b e Z;/z, G, H € GZ/Z. Repeat until length 1, then open and check.



Bulletproofs Recursive Strategy |

Simple Facts

m Simple Fact 1: 7 = (4, dR), G= (GL,CR),

C=<aG>=<d,G. >+ <igGr>.



Bulletproofs Recursive Strategy |

Simple Facts

m Simple Fact 1: 7 = (4, dR), G= (GL,CR),

@)

=<7,G >=<1ip,Gy >+ < dg,Gg > .

m Simple Fact 2: Let a € R,
' = dp +adg S = 1
If {5 o - then <4 ,G' >=C+aCgrp +a C
{G’ =G +a"1Gg RL =

Proof:

< Zf’,él >=< 4, éL > 4aa! < ZZ'R,GR > 4a < ﬁR,éL >4al < ﬁL,éR >



Bulletproofs Recursive Strategy |

Simple Facts

m Simple Fact 1: 7 = (4, dR), G= (GL,CR),

@)

=<7,G >=<1ip,Gy >+ < dg,Gg > .

m Simple Fact 2: Let a € R,
' = dp +adg S =y 1
If {5 o - then <4 ,G' >=C+aCgrp +a C
{G’ =G +a"1Gg RL =

Proof:

< Zf’,él >=< 4, éL > +aa! < ZZ'R,GR > 4a < ﬁR,éL >4al < ﬁL,éR >



Bulletproofs Recursive Strategy |
Simple Facts

m Simple Fact 1: 7 = (EL,ﬁR), G= (GL,CR),

—

C=<aG>=<id,G. >+ <ig Gr>.

m Simple Fact 2: Let a € R,

—

-/ - -
If {é/_ aé Jr—:CZR G then <@,G >=C+aCgp +06_1CLR
L

m Simple Fact 3: Let t € R, C =< iG> D=< H,E > 0c=<a,b>.

a =dp+ad o, = -
i _H, +“RH <@,6' >=C+aCpp, +a"'Crg =C'
If e 1R then: { < H',b >= D +aDg; +a 'Dig =D’
G =Gy ta'Cr <a, b >=0+4aog; +a logg =0’
T b=k o =



Bulletproofs Recursive Strategy |l

Split and Combine: From Commitments Size n to Commitments size n/2

m Simple Fact 2: Let a € R,

a =dp+ad =
If {é/—éJr—f—aRlé then < @,G >:C+IXCRL+1X_1CLR
— UL R

Split and Combine Protocol:

S‘h:d‘ﬁ%?.\flt : C_ﬂ S 0.t

C = 41167
witregs . O C; C"RL ] CLR
7
oL
Crotawadt: C s st .

\

CI: C‘}"X CRLTNH\ CLR = <O“ll G

. )
W\‘MU)—) ;a:ﬁ + XA a
[ R



Bulletproofs Full Protocol

Cc=< CQD,Qfl{InQ?..Qb} ) (.Ga, G4y G2, Ga)
mn

= e
CL—R= < (.a'°fq“)/ CG2165>>
RL = < (a Qb)) (Ga, (7’4)>
CL’R ’ C‘RL_
ﬂas’l) - -
= QL + oy GR ezzP
"[’l') N Y 3
& F G& ec? e "l cad, Gt Cog
U) o G [0 (€O I
L‘a = < > CL’R; QRL
—
w)
_ ) (&)
CF\L —<0_4 , Gy > o ll\ ” " o
A
« " C A0 Gt CLR
“(2) ~ 1) -
a ( “) « (2)
= ‘11, + &z. Qﬁ E,ZP Qﬂ/ G (Ly? <a(1) (7.3) A G
'G"CL') 'C‘;V_M‘) d“ G('\') ?C = P CQ‘P\NZLT
Tk

2 "nEE # &



Bulletproofs: Soundness

Algebraic Reductions of Knowledge

m Idea: if adversary knows opening for C(t1) w.r.t to key G(+1)  then it
knows an opening for C wrtto key G,

Q) [2))
CLRI CRL
Cl) 4(4') ("l')
&;a MR St Xe CH_ (0, g el
7t - e = 4
G C"m*lee@C 2 RL 2
J - ? >
N = c®L Ca®, 67
i nde !
< 3 Zp @
w,q) ~ &) ) A~
G =C & oL CD.L + ™, CLR
i=4,2,3
[CLAVESSS

DO (g ,a,) ok C=ET G

[m]

=

N



Polynomial Commitments in DLOG Groups

=] F = = E DA



Polynomial commitments from BP

m C < PolyCommit(ck € G",@ € Z}):

k=G=(Gy,...,G . n
° (G 2 —  C=<d,C>=) 4G
(a1,~-~,ﬂn)€ZZ i=1

m 77, f(s) < PolyCommitOpen(ck € G",¢ € Z},s € Zp): if d are the
coefficients of polynomial f(X), return f(s), and short proof of correct
opening 7T.



Polynomial commitments from BP

m C < PolyCommit(ck € G",@ € Z}):

k=G=(Gy,...,G . n
c (G ") —  C=<#@,G>=)Y 4G
(a1,...,an) € Zj; =

m 77, f(s) < PolyCommitOpen(ck € G",¢ € Z},s € Zp): if d are the
coefficients of polynomial f(X), return f(s), and short proof of correct

opening 7T.
C=(aG)
D={ ng’} PolyCommitOpen Statement




Polynomial commitments from BP

m C < PolyCommit(ck € G",@ € Z}):

k=G=(Gy,...,G . n
° (G1,--.-,Gn) —  C=<&CG>=)aG
(al,...,an)GZP =

m 77, f(s) < PolyCommitOpen(ck € G",¢ € Z},s € Zp): if d are the
coefficients of polynomial f(X), return f(s),and short proof of correct
opening 7t.

C=(aG)
) D——-@%— — 8 PolyCommitOpen Statement
f(s) =<, (1,5, .., 1) >




Bulletproofs: Efficiency

m Prover Complexity: O(n)
m Communication Complexity: O(logn).

m Verifier Complexity:



Bulletproofs: Efficiency

m Prover Complexity: O(n)
m Communication Complexity: O(logn).
m Verifier Complexity: O(n)

G = (Go,G1,Go,G3) € G*

W) = (Gy+ 471Gy, Gy +a71G3) € G?

G? =Gy +a;1G + ;G +a;la;1G € G
=Go+ay' G+ a7 Gy + ay ta; 1 Gs

= (G, (Lagh) @ (1,a "))

= PolyCommit(g)

(1]

where g(X) = (1+a; ' X2)(1+a;'X) =1+ a; ' X + a7 X2 +a; lag 1X5,



Accumulators

Q>



Bulletproofs: Efficiency

m Prover Complexity: O(n)
m Communication Complexity: O(log, ).
m Verifier Complexity: O(n) IT'S A SAD, SAD, WORLD

More generally, if n = 2#,
G = (é,®(1,4xi_1)> = PolyCommit(¢)

where ¢(X) = Hﬁ-;l(l +“;_~1_1_iX2171),



Bulletproofs: Split Verifiers

V (e, o7,

byah <

béq[CDG‘T‘GW)

SUCCINT

b, e\

LINERR.

( GL/J.\ )

m Except with probability d/p, if s < Z, is chosen independently of G

G is correct <= G*) opens to g(s

K i1
H 1 ta, +1 1S )
i=1



Bulletproofs: Amortizing Linear Verifiers

(Atomic) Accumulator Intuition

m Suppose we want to prove a sequence of inner product statements

caima: Cc, D, T,) € Rep
PRooOT 1: T, , G-4 )
?
A=

(n)
S\)CCNCT(C4 »D1)@1 Y G1 )
S, &e— #
s . ()
CLAIM 1. ’P,,\\{ Cowuit ( G,‘") o?e;i*“
9ls) = TC A+ Xy & )

W)
cLiiM g CCZIDZJ (YL) € ‘;\l? ~ CG4 K %'C01)) e.R?C

PRoOF: 7T,, G5




Bulletproofs: Amortizing Linear Verifiers

(Atomic) Accumulator Intuition

m Suppose we want to prove a sequence of inner product statements

caima: Cc, D, T,) € Rep
PRooOT 1: '"4/ G-4 )
?
A=

w)
U_s,occch(C4 Oy S T G, )
S, &— #
i . w to
CLAIM 1 (‘qu\i CDN\LLt ( G',‘ ) UPEZ:_S‘
gls) = TC (Ax Xupq S )

W)
cLiiM g CCZIDZJ (Y;_) € ‘;\1? ~ CG4 K %'C01)) G.R?C

PRooT: 7T, a{e)

The linear verification “delayed” or accumulated in a fresh running instance

[} = =
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