
Speaker  Institution  Title  

Robi 
Pedersen  

DTU Compute, 
Copenhagen  

The power of MPC(-in-the-head) techniques in the 
group action setting  

Yizhou Yao  
Shanghai Jiao Tong 
University  

How to achieve VOLE-based ZK protocols with 
sublinear proof size and linear prover time?  

Sunniva 
Engan  

NTNU / Aarhus 
University  

Succinct Aggregation of Ring Signatures for Large 
Rings from Vole-in-the-Head and Approximate Lower 
Bound Arguments  

Mikhail 
Volkhov  

O1Labs  Malleable Algebraic NIZKs and Applications  

Megan Chen  Boston University  
Proof-Carrying Data From Arithmetized Random 
Oracles  

Anaïs 
Barthoulot  

University of 
Montpellier, LIRMM  

Exploring the Interplay of Cryptographic 
Accumulators and Zero-Knowledge Proofs  

Marek 
Sefranek  

TU Wien  How (Not) to Simulate PLONK  

Scott Gri[y  Brown University  Succinct Proofs for Privacy-Preserving Blueprints  

Lorenzo 
Martinico 

University of 
Edinburgh 

EU Chat Control and Client-Side Scanning 

 



More complex zero-knowledge
proofs from group actions

or: The power of MPC-in-the-head techniques in the group action setting

Robi Pedersen

C. Delpech de Saint Guilhem and Robi Pedersen. New proof systems and an 
OPRF from CSIDH. PKC 2024.
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Addition

Pairings?

Zero-knowledge proof systems

Similar statements, but needs a prover!
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Multiplication

Client Server
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Round-optimal

100x faster and smaller

Malicious client and verifiable



For more informations, visit https://eprint.iacr.org/2023/1614.pdf

C. Delpech de Saint Guilhem and Robi Pedersen. New proof systems and an OPRF
 from CSIDH.

?



Interactive Line-Point Zero-Knowledge

with Sublinear Communication and

Linear Computation

04/09/2024, Edinburgh

Shanghai Jiao Tong University

Fuchun Lin, Chaoping Xing, and Yizhou Yao
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Motivation

We!

Linear prover time & 

sublinear proof size

though NOT succinct
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Motivation

Why Linear proof size?

Gate-by-gate flavor!
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Motivation

Layer-by-layer

to the Rescue!
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Our Approach

Combine linear-time GKR (Libra [XZZ+19], [ZLW+21]) with VOLE-based commitments.

IP+ Linear Com -> ZKP

2. Verifier checks whether a GKR verifier will accept the “proof” 

1. Prover runs GKR-Prover except that all messages are committed by VOLE

Recall that the GKR verifier only checks degree-2 relations!

Equivalent to multiplication check!

Construction & Intuition:
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Our Approach

Combine linear-time GKR (Libra [XZZ+19], [ZLW+21]) with VOLE-based commitments.

IP+ Linear Com -> ZKP

2. Verifier checks whether a GKR verifier will accept the “proof” 

1. Prover runs GKR-Prover except that all messages are committed by VOLE

Construction & Intuition:

In particular, we can extend GKR to Z2k and incorporate it with MozZarella’s 

commitment for Z2k.

Hence, we obtain ZK for Z2k with linear time prover and sublinear proof size.
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Thank You
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Vector-OLE based Zero-Knowledge Proof

Mx , x ∈ Rn Δ ∈ R

Kx=Δ x + Mx

Sender Receiver

VOLE

Linearly homomorphic commitment from VOLE:

Gate-by-gate flavor of classical VOLE-based ZK:

MAC tags Mx and values x [x] MAC keys Kx and global key Δ 

cf. Wolverine [WYKW21] for fields, MozZarella [BBMS22] for rings

“Commit-and-prove” paradigm: Prover first commits all intermediate wire values via VOLE, 

then proves to Verifier values underneath the commitments satisfy the circuit topology.

Protocols vary in designing CheckZero, Open, CheckMultiplication. Most techniques are 

distilled from MPC literature.

“specify a line” “query a point”

“get evaluations”
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Motivation

Appealing features of VOLE-based ZK:

Fast proving

Small memory  

F2/Z2k-friendly

Downsides:

Linear proof size 

Linear verification 

Other typical properties: 

Plausibly post-quantum 

UC-security 

Interactive

Designated-verifier from a PCG-setup 

Publicly verifiable via VOLEitH

Sublinear

while maintain most of good properties
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Our Results

QuickSilver [YSWW21]

P Comp.              linear quasilinear                        linear

Comm.                             linear sublinear                        sublinear

AntMan [WYY+22] 

V Comp.                           linear                         linear, but larger            linear, slightly larger

Interaction                   interactive                          interactive                       interactive

P/V Mem.                small, streaming                larger, streaming                    larger

Efficiency Metrics This work [LXY24] 

Our Approach:  Combine linear-time GKR (Libra [XZZ+19], [ZLW+21]) with 

VOLE-based commitments, thus inherit a layer-by-layer flavor.  

IP+ Com -> ZKP  
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Our Results

QuickSilver [YSWW21]

P Comp.              linear quasilinear                        linear

Comm.                             linear sublinear                        sublinear

AntMan [WYY+22] 

V Comp.                           linear                         linear, but larger            linear, slightly larger

Interaction                   interactive                          interactive                       interactive

P/V Mem.                small, streaming                larger, streaming                    larger

Efficiency Metrics This work [LXY24] 

In particular, we also extend GKR to Z2k and incorporate it with MozZarella’s 

commitment for Z2k. 

Hence, we obtain ZK for Z2k with linear time prover and sublinear proof size.



Threshold Ring Signatures for Large Rings from
VOLE-in-the-Head and Approximate Lower

Bound Arguments

James Chiang, Ivan Damgård, William Duro, Sunniva Engan, Sebastian
Kolby, Peter Scholl

Aarhus University



Threshold Ring Signature

■ Construct a t-out-of-n threshold ring signature from OWF + ZK
▶ Each user has their own (pk, sk) = ((x, y), k) such that Ek(x) = y pair

for signing



Threshold Ring Signature

(pk1, sk1)

(pk2, sk2)

(pk3, sk3)
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(pk5, sk5)

(pk6, sk6)

(pkn, skn)

Figure: Ring of n users
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(pk1, sk1)

(pk2, sk2)

(pk3, sk3)

(pk4, sk4)

(pk5, sk5)

(pk6, sk6)

(pkn, skn)

Figure: Ring of n users, with threshold 3



Threshold Ring Signature

■ Construct a t-out-of-n threshold ring signature from OWF + ZK
▶ Each user has their own (pk, sk) = ((x, y), k) such that Ek(x) = y pair

for signing
■ Each signing member in the ring contribute with a partial signature

▶ No signer can contribute twice, due to collision-resistance of a
deterministic substring (referred to as a tag)

▶ Combine partial signatures using string concatenation to obtain the final
signature



VOLE Commitments

▶ Homomorphic vector commitments of the form q = u ·∆+ v

VOLE

P v

q,∆u, v

vZero Check:

▶ We can make VOLE commitments non-interactive, which is referred to
as VOLE-in-the-head

▶ Obtained from GGM tree vector commitments, where we make use of
an (n − 1)-out-of-n commitment scheme.



Scalability for Large Rings

Signatures scale sublinearly to the number of users in the ring
▶ Compressing OR statements
▶ Approximate Lower Bound Arguments (ALBA)

■ Make use of the uniqueness of tags



mv@volhovm.com
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ex University of Edinburgh

09/2024, ZK

 Mikhail Volkhov

Malleable Algebraic NIZKs
& applications



(x,w) ∈ R π x ∈ LR
Prove

π′

π′′Tx(x, ρ)

x′ ∈ L′

x′′ ∈ L′′

Update

w′ = Tw(w, ρ)

w.r.t.

* NB: Not to be confused with Controlled Malleability as a security notion

Controlled ⃰ Malleability in NIZKs



Groth-Sahai

malleable w/o recursion

RO
CRS

heavy

lightweight

Landscape of Malleable NIZKs

Sigma

Halo

GOS06

malleable via recursion

FH NIZKs

STARKs

(?folding)

Compressed Σ

Bulletproofs

Garuda/Pari
Polymath

Groth16

Pinocchio
Sonic

Spartan
Fractal
Binius
Brakedown

PLONK KZG
Plonk IPA

 
non-malleable
  (Strong Simulation-Extractable)

randomizable

SPSs:
 KSD19
 CLPK22CH20

CLPO21



Lalg = {x⃗ ∈ Gl | ∃w⃗ ∈ Zt
p : M(x⃗) · w⃗ = x⃗}

M(X⃗) ∈ P l×t

CH20 is like the basic Sigma-protocol

For the algebraic language:

where



... but done with pairings

CH20 NIZK



CH20 NIZK is updatable!
π

π̂



...for blinding-compatible transformations:

Tam ·
�M(x⃗) · s⃗

x⃗

�
+ Taa = M(Txm · x⃗) + Txa ·

�
Twm · s⃗+ Twa

�

∀x ∈ L, ∀s

CH20 NIZK is updatable!
π

π̂



{Encpk(xiyj)}

pk

bob
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ElGamal

y
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Updatable Blueprints
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{Encpk(xiyj)}

pk

update

where

bob

charlieApplication:

x̂ = αx+ β

{Encpk(x̂iyj)}
ElGamal

y

ia.cr/2023/1787

Updatable Blueprints

eval

charlie learns:

if F (x̂, y) = 0 then G(x̂, y)

Encpk(r1 · F (x̂, y)),
Encpk(r2 · F (x̂, y) +G(x̂, y))



{Encpk(xiyj)}

pk

eval

Use CH20 to prove consistency of update/eval

update

where

π

π 7→ π̂

π̂ verifies
π̂

bob

charlieApplication:

x̂ = αx+ β

{Encpk(x̂iyj)}
ElGamal

Encpk(r1 · F (x̂, y)),
Encpk(r2 · F (x̂, y) +G(x̂, y))

if F (x̂, y) = 0 then G(x̂, y)

y

ia.cr/2023/1787

charlie learns:

Updatable Blueprints



Open Questions

Limits of malleability:

  * All algebraic? Can we show a universal transformation?

* Can we "block" certain transformations?

- Which languages are blinding compatible?

- Restricted malleability: 



Open Questions

Limits of malleability:

Applications:

  * All algebraic? Can we show a universal transformation?

* Can we "block" certain transformations?

    * Fast prover for bigger polynomials?
    * Logarithmic size?

- Which languages are blinding compatible?

- Restricted malleability: 

- Updatable Blueprints:

- Polynomial commitment schemes? 

- Graph statistics & MPC?



Questions?

Thank you!
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Based on joint work with Alessandro Chiesa, Tom Gur, Jack O’Connor, Nicholas Spooner

Megan Chen

Proof-Carrying Data from 
Arithmetized Random Oracles



A long time ago…

someone started a computation that 
continues running today.

But… how do we check that the 
computation is correct?

(in a galaxy far, far away…)



F
z2

Setting: Streaming computation

F
z3

F
z1z0

F
ztzt−1

 time stepst

…



Motivation: Verifying streaming computation
Goal: check correctness of a -step computation.t
Given: , , F z0 zt

F
z2

F
z3

F
z1z0

F
ztzt−1

 time stepst

z0 zt

Verify: there exists messages 
 such that 


 at each step .
z1, …, zt−1
F(zi) = zi+1 i ∈ [t]

z2 z3z1 zt−1…



Goal: check correctness of a -step computation.t
Given: , , F z0 zt

F
z2

F
z3

F
z0

F
ztz0 zt

Incrementally verifiable computation 
(IVC) [Valiant 08]: Augment each 
message with a proof.

π2 πt−1

Proof-carrying data (PCD) [CT10, 
BCCT13]: Generalize from path graph to 
DAG.

π3 πt

…

Motivation: Verifying streaming computation

π1

z2 z3z1 zt−1

Verify: there exists messages 
 such that 


 at each step .
z1, …, zt−1
F(zi) = zi+1 i ∈ [t]



Applications of IVC / PCD

Verifying: 
1. Long-running computations 

• Verifiable delay functions [BBBF19] 

• Succinct blockchains: Mina (https://
minaprotocol.com) 

2. Distributed computations 

• Zero-knowledge cluster computing 

• MapReduce

https://minaprotocol.com
https://minaprotocol.com
https://minaprotocol.com
https://minaprotocol.com


SNARK 
prover

Constructing IVC from SNARKs [CT10, BCCT13]

SNARK 
verifier

IVC Prover

πi πi+1

SNARK = succinct non-
interactive arguments of 

knowledge

Recursive composition:

The SNARK prover proves that 
the SNARK verifier accepts.

This work: Can we get

IVC from SNARKs in the ROM?ro

ro

Problem: SNARK verifier makes 
oracle queries, but SNARKs prove 
non-oracle (circuit) computations!



SNARK 
prover

Constructing IVC from SNARKs [CT10, BCCT13]

SNARK 
verifier

IVC Prover

πi πi+1

SNARK = succinct non-
interactive arguments of 

knowledge

SHA2

SHA2

[ChiesaOS20] Heuristically 
instantiate RO with a hash circuit. 

Downsides: 
- Theory: SNARK and IVC 

security proofs are in different 
models. 

- Practical: SNARKs of hash 
functions are expensive!

[CT10, CCS22]: Defined oracle models 
addressing these concerns, but no efficient 
(software-only) instantiations of oracle.



Research question

9

Does there exist an oracle model 
for which:


1. There exists IVC in this oracle 
model under standard 
(cryptographic) assumptions; and


2. The oracle can be heuristically-
instantiated in software?

SNARK 
prover

SNARK 
verifier

IVC Prover

πi πi+1

?

?

Our result: YES!

Can “accumulate” oracle 
queries and batch verify



We propose the arithmetized 
random oracle model (AROM). 

Construct transparent ZK IVC/
PCD in the AROM, assuming 
CRH in the standard model. 

Theorem: security in the ROM 
implies security in the AROM.

Contributions:



Before: Low-degree ROM [CCS22]
• Uses random low-degree 

polynomial structure, for 
accumulation and batched 
verification of AROM queries. 

• Infeasible to (heuristically) 
instantiate. 

➡ Arithmetizing a hash circuit  
gate-by-gate gives a polynomial of 
degree > .    

( )

H

2depth(H)

25 ≤ depth(H) ≤ 3000

Reduce depth of  with 
Cook-Levin CSAT to 3CNF 

reduction?

H

Cook-Levin is non-
blackbox in .H



The AROM
• Uses random low-degree 

polynomial structure, for 
accumulation and batched 
verification of AROM queries. 

• Models applying non-blackbox 
operations to (real world) hash 
circuits. 

See paper for details!



We propose the arithmetized 
random oracle model (AROM). 

Construct transparent ZK IVC/
PCD in the AROM, assuming 
CRH in the standard model. 

Theorem: security in the ROM 
implies security in the AROM.

Contributions:
We propose the arithmetized 
random oracle model (AROM). 

Construct transparent ZK IVC/
PCD in the AROM, assuming 
CRH in the standard model. 

Theorem: security in the ROM 
implies security in the AROM.



Thanks!
Me: https://meganchen.xyz 

Paper: https://ia.cr/2023/587

https://meganchen.xyz


Exploring the Interplay of Cryptographic Accumulators
and Zero-Knowledge Proofs

Anäıs Barthoulot

University of Montpellier, LIRMM

Foundations and Applications of Zero-Knowledge Proofs
4th September 2024
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(Asymmetric) Cryptographic Accumulators

Definition (simplified) 1 2

Setup(λ) → pk, sk

Eval(pk, (sk, ) S) → accS

WitCreate(pk, (sk, ) accS ,S, s) → wits

Verify(pk, accS , s,wits) → 0/1

1
One-way accumulators: A decentralized alternative to digital signatures, Benaloh and de Mare,EUROCRYPT 1993

2
Revisiting Cryptographic Accumulators, Additional Properties and Relations to other Primitives, Derler, Hanser, and

Slamanig CT-RSA 2015

Anäıs Barthoulot Interplay of Accumulators and ZK Proofs 4th September 2024 2 / 6



Accumulator Security Properties

In Brief

Lots of properties such as

zero-knowledge ̸= zero-knowledge proofs
of knowledge
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Accumulator Security Properties

In Brief

Lots of properties such as zero-knowledge ̸= zero-knowledge proofs
of knowledge

Zero-knowledge accumulator

Accumulated value and witnesses leak nothing about the underlying
set, not even the size of the set

→ Not considered in this talk

Accumulator with zero-knowledge proofs of knowledge

Prove membership of an element, while keeping the element hidden

Anäıs Barthoulot Interplay of Accumulators and ZK Proofs 4th September 2024 3 / 6



Accumulators and ZK Proofs: Example of Application

E-Cash

Other applications: anonymous credentials, ...
Anäıs Barthoulot Interplay of Accumulators and ZK Proofs 4th September 2024 4 / 6



Interplay of Accumulators and ZK Proofs

Efficiently Provable: combined with a commitment scheme
example: RSA-based accumulators and Pedersen commitments3

SNARK-friendly: verification done with (zk) SNARKs
example: Merkle trees, RSA-based accumulators

Determinantal Accumulators: designed to construct special NIZK
proofs

3
Dynamic Accumulators and Application to Efficient Revocation of Anonymous Credentials, Camenisch and Lysyanskaya,

Crypto 2002
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Interplay of Accumulators and ZK Proofs

Efficiently Provable: combined with a commitment scheme
example: RSA-based accumulators and Pedersen commitments3

SNARK-friendly: verification done with (zk) SNARKs
example: Merkle trees, RSA-based accumulators 4

Determinantal Accumulators: designed to construct special NIZK
proofs 5

3
Dynamic Accumulators and Application to Efficient Revocation of Anonymous Credentials, Camenisch and Lysyanskaya,

Crypto 2002
4
Scaling Verifiable Computation Using Efficient Set Accumulators, Ozdemir, Wahby, Whitehat, Boneh, SEC 2020

5
Set (Non-)Membership NIZKs from Determinantal Accumulators, Lipmaa and Parisella, Latincrypt 2023

Anäıs Barthoulot Interplay of Accumulators and ZK Proofs 4th September 2024 5 / 6



Key Takeaways

Combining ZK Proofs and Accumulators
▶ Enhances privacy of accumulators
▶ Applied in E-Cash, anonymous credentials, and blockchain technologies

Active Research Area

Anäıs Barthoulot Interplay of Accumulators and ZK Proofs 4th September 2024 6 / 6



How (Not) to Simulate PLONK

Marek Sefranek
TU Wien

https://ia.cr/2024/848

https://ia.cr/2024/848


PLONK

● State-of-the-art zk-SNARK by Gabizon, Williamson & Ciobotaru [GWC19]

● A proof is ≈0.5 kB and can be verified in milliseconds

● Universal & updatable structured reference string (SRS )

● Knowledge sound in AGM + ROM (or just ROM [LPS24])

● Supports custom gates and lookup gates

● Deployed in a variety of real-world projects 

2



Main Contribution

● But no proof that PLONK is zero-knowledge!

3
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● Found vulnerability in its ZK implementation & proposed fix
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Main Contribution

● But no proof that PLONK is zero-knowledge!

● Found vulnerability in its ZK implementation & proposed fix

3

● Formal security proof that it now achieves statistical ZK



PLONK – Simplified Overview

● For Z(X) ≔ (X - ω1)(X - ω2)···(X - ωn), want to show Z(X) | C(X)
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PLONK – Simplified Overview

● For Z(X) ≔ (X - ω1)(X - ω2)···(X - ωn), want to show Z(X) | C(X)

● Prover commits to C(X) and quotient polynomial T(X) [KZG10]

● Its degree is 3n, where n is the number of gates

● Other polynomials have degree n ⟹ SRS has to be 3x as long

● To avoid this, PLONK splits T into 3 degree-n polynomials T1, T2, T3 s.t.

T(X) = T1(X) + X 
n T2(X) + X 

2n T3(X)

4
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Zero Knowledge Vulnerability

● Without splitting T(X):

○ Can be simulated as T(𝜏) can be computed given the KZG trapdoor 𝜏

○ Proof independent of witness

● With the optimization:

○ T1, T2, T3 leak too much information about T(X)

○ Proof no longer independent of witness!

5



● Randomize T1, T2, T3 so they are uniform conditioned on satisfying

T(X) = T1(X) + r1 X 
n + X 

n (T2(X) - r1 + r2 X 
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2n (T3(X) - r2)

Zero Knowledge Fix

6



● Randomize T1, T2, T3 so they are uniform conditioned on satisfying

T(X) = T1(X) + r1 X 
n + X 

n (T2(X) - r1 + r2 X 
n) + X 

2n (T3(X) - r2)

for randomly chosen r1, r2 ∈ 𝔽

Zero Knowledge Fix

6



Zero Knowledge Fix

6

● Randomize T1, T2, T3 so they are uniform conditioned on satisfying

T(X) = T1(X) + r1 X 
n + X 

n (T2(X) - r1 + r2 X 
n) + X 

2n (T3(X) - r2)

for randomly chosen r1, r2 ∈ 𝔽



Zero Knowledge Fix

6

● Randomize T1, T2, T3 so they are uniform conditioned on satisfying

T(X) = T1(X) + r1 X 
n + X 

n (T2(X) - r1 + r2 X 
n) + X 

2n (T3(X) - r2)

for randomly chosen r1, r2 ∈ 𝔽



● Randomize T1, T2, T3 so they are uniform conditioned on satisfying

T(X) = T1(X) + r1 X 
n + X 

n (T2(X) - r1 + r2 X 
n) + X 

2n (T3(X) - r2)

for randomly chosen r1, r2 ∈ 𝔽

● Can now be simulated as the value T(𝜏) can be:

1. Choose uniform values for T2(𝜏) and T3(𝜏)

2. Set T1(𝜏) ≔ T(𝜏) - 𝜏n T2(𝜏) - 𝜏 
2n T3(𝜏)

Zero Knowledge Fix

6



More in the Full Paper…

● Proof of statistical zero knowledge in the ROM

● Unbounded attack on witness indistinguishability of previous PLONK
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Thanks!
Questions?

https://ia.cr/2024/848

https://ia.cr/2024/848
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Watchlist

Encrypted

watchlist Identity

Escrow

Verify
Escrow

Use anonymous
service

Suspect

or nothing



Contributions

Compared to [KLN23]:

▶ De�nition for non-framing (auditors cannot frame users)

▶ Larger message space for escrows

▶ Logarithmic escrows (as opposed to linear) and
additive-ciphertext framework



Logarithmic escrow proofs

Our paper [GKLS24] uses the Schwartz-Zippel lemma, similar to
[Sha90, GKR08, Pie19, HHKP23] but applied to encryptions which
requires commitments to additively-homomorphic encryptions (new
primitive).

Polynomial which represents the watchlist: P(X ).
Encrypted coe�cients of polynomial: ∀i ∈ [n], ci = Enc(Pi )
Want to prove correct encryption (cy ) of P(y)
(y is the user's identity, the veri�er has only a commitment to y)

Naively we'd prove directly: cy =
n−1∏
i=0

cy
i

i

Instead, compute: c ′y =
n/2−1∏
i=0

cy
i

i c∗y =
n−1∏
i=n/2

cy
i−n/2

i

and prove: c†y = c ′y + (c∗y )
α where α is a challenge from the veri�er.
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EU Chat Control 
and Client-Side Scanning
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What is Chat Control (v2)
● Formally: EU’s Child Sexual Abuse Regulation (CSA or CSAR)

○ Proposed by the European Commission in May 2022 

○ V1 (passed 2021) allows services to voluntarily scan messages. V2 would make this mandatory.

● In other countries:

○  Online Safety Act (2021), data encryption law (2018).

■ “The laws of mathematics are very commendable, but the only law that applies in Australia is the law of 

Australia,” - Malcolm Turnball, Prime Minister of Australia

○  UK: Online safety act (passed 2023), requires in principle E2EE backdoors (not implemented, 

Ofcom does not approve tech).

○  China: Telegram/Whatsapp/Signal/Threads are banned from chinese app stores April 2024.  

 Russia: Signal banned August 2024.  France: Durov arrested August 2024.

■ More on https://freedomhouse.org/report/freedom-net

https://freedomhouse.org/report/freedom-net
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History of Chat Control

● Academic open letter: July 2023, 300+ signatures.   ↗
● Parliament rejected some major provisions of the bill in November 2023

○ Security by design, cleaning the net proactively, removing known content.

○ Most EU governments continue to support the original chat control proposal of the EU Commission without significant compromises.

● ❎ Rejected by Council in June 20th 2024
○ Narrow minority: 63%/65% was achieved. 

○ 4th different presidencies of the EU council (Belgium) failed to reach a compromise

○ Proposed changes included optional “upload moderation”: opt-out from E2EE scanning => no media sharing

● ⚠ Now revived by Hungary presidency with minimal changes

● If a majority is reached on the council, Trilogue negotiations will begin

CC



What does the proposed law mandate

● Mandatory scanning of all messages for known or suspected** CSAM

○ All commercial  communication services in scope, regardless of size, location, or e2ee usage*

○ Not targeted to specific suspects*

○ Matches automatically reported to the police

○ Military and intelligence services’ accounts are excluded (conjecture: politicians too?)

● “High risk” services require mandatory age controls (no user under 16 allowed)

● Mandatory detection of grooming behaviour**

● ISPs required to block access to illicit content*

● Creates Centre on Child Sexual Abuse as single point of contact for reporting



Motivation for Client-side Scanning

● Chat control-specific motivation: CSAM & grooming

● For CSS generally, EU included terrorism and organized crime as reasons.

○ Protecting the privacy and security of communications through encryption and at the same time upholding the 

possibility for competent authorities …to lawfully access relevant data … for  fighting organized crimes and 

terrorism… are extremely important.

Council Resolution on Encryption – Security through encryption and security despite encryption (13084/1/20)

● Implicit / connected motivations:

○ Preventing / stopping “unwanted” political protests

○ Drug trade

○ Money Laundering, Fraud / Scams

○ Preventing hate crimes and harassment

○ Lobbying…



Motivation for Client-side Scanning



Against Chat Control & CSS
● Technical arguments

○ Soundness: no CSS method is working well. Evasion attacks. 

○ Privacy: leaking models to client, revealing non-targeted content.

○ Security: false positive attacks, targeting people, larger attack surface.

○ Gives more power not only to authorised (gov), but also unauthorised (foreign govs), 

local (family abuse) advs.

EDRI Position Paper
(best 3 page summary)

https://edri.org/wp-content/uploads/2022/

10/EDRi-Position-Paper-CSAR-short.pdf

● Legal/political arguments

○ Likely to be struck down by ECHR as incompatible with other European laws.

■ “The legislative proposal fails to meet the key human rights principles of necessity and proportionality, 

violates several fundamental rights, and lacks a sufficient legal basis.”

○ Backsliding risks, discrimination/fairness (CSS & age verification), code origin/server origin/more power to 

companies.

○ Legitimate users are put are risk, including the population the law is trying to protect

https://edri.org/wp-content/uploads/2022/10/EDRi-Position-Paper-CSAR-short.pdf
https://edri.org/wp-content/uploads/2022/10/EDRi-Position-Paper-CSAR-short.pdf


https://arxiv.org/abs/2110.07450

https://arxiv.org/abs/2110.07450


What can we do?

https://www.patrick-breyer.de/en/take-action-to-stop-chat-control-now/

Scroll till this part ⤵

Pressure on the negotiators + media 
attention + harm reduction if law passes



Communities and Organisations
● We need forums for political action related to digital privacy…

○ Among cryptographers and other researchers

○ Interacting with policy-makers and general public

● Orgs to join / support financially: 

○ EDRI: edri.org

○ Open Rights Group (UK): openrightsgroup.org

○ None Of Your Business: noyb.eu

○ Liberty: libertyhumanrights.org.uk

Are we going to wait for crypto’s Manhattan project?

https://edri.org/
https://www.openrightsgroup.org/
https://noyb.eu/en
http://libertyhumanrights.org.uk


Learn More

Home reading  ➡

https://web.cs.ucdavis.edu/~rogaway/papers/moral-fn.pdf

https://web.cs.ucdavis.edu/~rogaway/papers/moral-fn.pdf


Learn More

patrick-breyer.de/en/posts/chat-control/ stopscanningme.eu https://edri.org/wp-content/uploads/2024/07/Stateme

nt_-The-future-of-the-CSA-Regulation.pdf

July 2024

https://www.patrick-breyer.de/en/posts/chat-control/
http://stopscanningme.eu
https://edri.org/wp-content/uploads/2024/07/Statement_-The-future-of-the-CSA-Regulation.pdf
https://edri.org/wp-content/uploads/2024/07/Statement_-The-future-of-the-CSA-Regulation.pdf
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