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Abstract:

Zero-Knowledge (ZK) Proofs are cryptographic protocols that allow a prover to show to a verifier that
a certain statement is true without giving away any additional information in the process. They are a
central tool in modern cryptography, with many interesting and surprising applications. The MPC-in-
the-head paradigm (Ishai et al. at SIAM Journal of Computing 2009) is a well-known technique to
construct ZK proofs from symmetric assumptions, which yields practical protocols such as ZKBoo
(Giacomelli et al. at USENIX Security 2016) or Ligero (Ames et al. at ACM CCS 2017). It has also led to
the development of practical post-quantum-secure signature schemes such as Picnic (Chase et al. at
ACM CCS 2017).

In our talks, we will give a thorough introduction to the workings of the MPC-in-the-head paradigm.
We will also discuss the new VOLE-in-the-head approach (Baum et al. at IACR CRYPTO 2023) to zero-
knowledge proofs and show how it can be used to turn the QuickSilver proof system (Yang et al. at
ACM CCS 2021) into a digital signature scheme called FAEST (faest.info), and its recent optimizations.
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