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Abstract:

In this talk, | will present the application of zero-knowledge proofs to enhance the security and
privacy of outsourced machine learning, focusing on neural networks and decision trees. In
particular, the talk will present an information-theoretic framework to build efficient interactive
proofs based on the sum check protocol in a modular way and how to use this framework to
construct an efficient protocol for convolutional neural networks. This is based on the joint work
with David Balbds, Maria Isabel Gonzalez Vasco, Damien Robissout, and Claudio Soriente (ACM CCS
2023).
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